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Preface
Thanks for choosing BLIIoT Multiple-Protocol IOT Gateway BL110. Reading this manual with full
attention will help you quickly learn device functions and operation methods.

Copyright

This user manual is owned by Beilai Technology Co., Ltd. No one is authorized to copy, distribute or
forward any part of this document without written approval of Beilai Technology. Any violation will be
subject to legal liability.

Disclaimer

This document is designed for assisting user to better understand the device. As the described
device BL110 is under continuous improvement, this manual may be updated or revised from time to
time without prior notice. This Multiple-Protocol Gateway is mainly used for industrial data
transmission over Ethernet or 4G network. Please follow the instructions in the manual. Any damages
caused by wrong operation will be beyond warranty.

Revision History

Revision Date Version Description Owner

Aug 10, 2021 V1.0 Initial Release HYQ

Add more information about
thingsboard, openVPN, BACnet ,
May 9, 2022 V1.1 optimize the operation on Siemens HYQ
PLC, Mitsubishi PLC and Omron PLC
data acquisition.
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1 Product Introduction

1.1 General Introduction

Developed on Linux system, BL110 is a robust and cost-effective Multiple-Protocol IOT gateway with
high stability. It has 1 RS232, 3 RS485, 1 CAN, 2 RJ45 (1WAN & 1LAN), 2 USB, 2 Power Input
interfaces and 1 SIM Card Slot. Network can be connected via 4G or Ethernet to achieve high speed
and low latency of data transmission.

In downlink, it supports various PLC protocols, Modbus RTU Master, Modbus TCP Master, DL/T645,
IEC101, IEC104, BACnet IP and BACnet MS/TP protocols

In uplink, it supports Modbus TCP, MQTT, OPC UA, BACnet IP, HUAWEI Cloud, Alibaba Cloud, AWS
Cloud, ThingsBoard Cloud, Sparkplug B, and King Pigeon Cloud. Users can connect it to various
clouds as well as SCADA, OPC UA, MES, BAS and other master computers for data processing. It
can be online in different clouds and master systems simultaneously.

With TSL/SSL data encryption and routing function, it can be used to provide internet access for other
devices with cyber security. More devices can be connected to it with cascaded switch for data
processing. Due to complete functions and industrial grade quality, it can be used in many application

areas.

BL110 supports remote management or configuration through OpenVPN tunnels.
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1.2 Application Diagram

BL110 Application Diagram
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1.3 Packing List

Before connecting BL110 gateway, please make sure below items are included in the package:
(Pictures are for reference only. Follow actual items.)
® 1XBL110 Gateway
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® 1x4PIN 3.5mm wiring terminal for power input

® 1x 485 or 232 12PIN 3.5mm wiring terminal

® 1 x4G SMA cellular network antenna

® 2 x wall-mounting clip kit(Optional accessories)

AL\

® 1 x DIN-Rail mounting clip kit(Optional accessories)

Page 10 of 147 Shenzhen Beilai Technology Co., Ltd V1.1



N
BL/IIOT  Modbus, PLC, BACnet, MQTT, OPC UA loT Gateway ---BL110

MAKE IIOT EASIER

w

® 1 x User Manual (PDF Soft copy)
® 1 x SIM Card Picking PIN

® 1 x Product Qualification Certificate

Note: If any of above items are missing, please contact BLIIoT Sales team.
1.4 Features

» Downlink supports: various PLC protocols, Modbus RTU Master, Modbus TCP Master, DL/T645,
IEC101, IEC104, BACnet IP, BACnet MS/TP, etc.

» Uplink supports: Modbus TCP, MQTT, OPC UA, BACnet IP, HUAWEI Cloud, Alibaba Cloud, AWS
Cloud, ThingsBoard Cloud, Sparkplug B, King Pigeon Cloud, etc.

» DC 9-36V power supply with terminal wiring. 2 channels of redundancy power input with reverse
wiring prevention protection design, either channel can be used.

» 1RS232, 3 RS485 (Can be RS232 if required).
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» Serial port baud rate supports 2400bps-115200bps; Stop bit supports 1, 2; Data bit supports 7, 8;
Parity bit supports None, Odd, Even.

» 2 RJ45 Ethernet ports, 1WAN+1LAN. Data of equipment connected to LAN, WAN or cascade
switch can be collected. Both network link and rate indicators are available. Built-in isolation
transformer for up to 2KV electromagnetic insulation.

» Support TSL\SSL data encryption for security.

»  Support routing function.

A\

Support 4G network with APN setting; Ethernet network will be firstly used if it's available, if
Ethernet is disconnected, it will shift to 4G network automatically.

Support remote management or configuration through OpenVPN tunnels

Support sending configuration files and change the configuration remotely through MQTT

Support Modbus RTU to Modbus TCP, transparent transmission.

YV V V V

Support RESET button with function of returning to factory setting to prevent wrong parameter

setting (long press RESET until RUN indicator is off).

Y

Support hardware and software watchdog with high reliability.

» Support restart the device at a scheduled time

» Metal case with IP30 protection grade, safely isolated from inner system, especially suitable for
industrial control application.

» Compact size: 109mm*31mm*145mm, support wall-mounting and DIN Rail mounting.

1.5 Technical Parameter

Category Item Description
Processor ARM9, clock speed 300Mhz
System Storage 128MB(can be extended to 1G)
Flash Memory 64MB
Input Voltage DC 9~36V
Power Supply | Power Consumption Normal: 115mA@12V, Max: 168mA@12V.
Wiring Support reverse wiring prevention protection
Spec 2 x RJ45, 10/100Mbps, adaptive MDI/MDIX
ESD +16kV (contact), £18kV (air);
Ethernet Port .
Protection EFT 40A (5/50ns);
Thunder strike 6A (8/20us)
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QTY 3x RS485/(optional RS232)+1xRS232
Baud Rate 1200bps-115200bps
Data Bit 7.8
Serial Port Parity Bit None, Even, Odd
Stop Bit 1,2
) ESD +8kV (contact), £15kV (air);
Protection
EFT 2KV, 40A (5/50ns)
CAN Port Reserved for future development
QTY 1
SIM Card Slot | Spec Drawer type, support 1.8V/3V SIM/UIM card(NANO)
Protection Built-in 15KV ESD protection
QTY 1*Firmware Upgrading+1*Program Debugging
USB Port Spec Micro USB OTG
Protection Over-Current Protection
Antenna QTY 1
Antenna Type SMA Hole
GSM/EDGE:900,1800MHz
L-E Version WCDMA:B1,B5,B8
FDD-LTE:B1,B3,B5,B7,B8,B20
TDD-LTE:B38,B40,B41
GSM/EDGE:900,1800MHz
WCDMA:B1,B8
L-CE Version TD-SCDMA:B34,B39
FDD-LTE:B1,B3,B8
4G TDD-LTE:B38,B39,B40,B41
(Optional) . WCDMA:B2,B4,B5
L-A Version
FDD-LTE:B2,B4,B12
GSM/EDGE:850,900,1800MHz
LAU Version WCDMA:B1,B2,B5,B8
FDD-LTE:B1,B3,B4,B5,B7,B8,B28
TDD-LTE:B40
L-AF Version WCDMA:B2,B4,B5
FDD-LTE:B2,B4,B5,B12,B813,B14,B66,B71
GSM:900,1800
CAT-1 Version FDD-LTE:B1,B3,B5,B8
TDD-LTE:B34,B38,839,B40,B41
Antenna QTY 1
GPS Antenna Type SMA Hole
(Optional) Tracking Sensitivity >-148 dBm
Flat Position Precision | 2.5m
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Protocol NMEA-0183 V2.3

) Stead on when powered on,
RUN Indicator ) o ) ) ]
flickering if running, off if not running

ALARM Indicator Stead on if alarm is triggered, off if alarm is recovered

. Flickering if Ethernet is used, stead on if 4G is used, off
NET Indicator ) L
if no network communication

Flickering if it's transmitting data, off if no data

Indicator TXD Indicator .
transmission
RXD Indicator Flickering if it's receiving data, off if no data receiving
GPS Indicator Flickering if GPS signal is received, off if no signal
Weak signal (0-14), 1 indicator is on
4G Indicator Intermediate signal (14-22), 2 indicators are on
Strong signal (22-31), 3 indicators are on
Internet Protocol IPV4, TCP/UDP, DHCP, DNS, etc
IP Retrieving Static IP/DHCP
Data Service Support transparent transmission
DNS Support Domain Name resolution
Software ] ) PC software configuration, support WIN XP, WIN 7,
Configuration
WIN 8 & WIN 10
Network Cache Transmitting: 8Kbyte; Receiving: 8Kbyte
Login Package Support custom login package
Heartbeat Package Support custom heartbeat package
MTBF >100,000 hours

EN 55022: 2006/A1: 2007 (CE &RE) Class B
IEC 61000-4-2 (ESD) Level 4

IEC 61000-4-3 (RS) Level 4

Safety EMC IEC 61000-4-4 (EFT) Level 4

IEC 61000-4-5 (Surge)Level 3

IEC 61000-4-6 (CS)Level 4

IEC 61000-4-8 (M/S) Level 4

Others CE, FCC
Environment Working -40~80°C, 5~95% RH

Storage -40~85C, 5~95% RH

Case Material Metal Case

Size 109mmx31mmx145mm(L*W*H)
Others Protection Grade IP30

Net Weight 4709

Mounting Wall-mounting/DIN Rail Mounting
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1.6 Model Selection

COM (Default RS485) Open
Model WAN | LAN | CAN | COM1 OPC-UA 4G GPS
(can be RS232 if required) VPN
BL110 1 1 1 RS232 3 x X V| Optional
BL110E 1 1 1 RS232 3 x X x x
BL110UA 1 1 1 RS232 3 \ X x
BL110Pro 1 1 1 RS232 3 \/ ~ \' | Optional

Note: COM1 is RS232, 3 COM ports are RS485(Can be RS232 if required)

1.7 Supported Protocols

Downlink supported protocols

Connecting Protocol Testing Status
Supported
Interface
Modbus COM Port Standard Modbus RTU OK
Ethernet Port Standard Modbus TCP/IP OK
COM Port DLT645-2007 OK
Smart Meter .
Ethernet Port IEC101, IEC104 Ongoing
COM Port BACnet MS/TP OK
BACnet
Ethernet Port BACnet/IP OK
PLC Brand
S7-200 full series PLC OK
COM Port
S7-200SMART full series PLC OK
S7-200SMART full series PLC OK
Siemens S7-300 full series PLC OK
Ethernet Port S7-400 full series PLC OK
S7-1200 full series PLC OK
S7-1500 full series PLC OK
FX1S series, FX2N series OK
COM Port FX3S series, FX3U series, Expansion
board RS232/485BD
Mitsubishi Q series(Q03UDE, Q04UDEH, OK
QO6UDEH, Q10UDEH, Q13UDEH,
Ethernet Port
Q20UDEH, Q26UDEH, Q002UD), L
serials(L02, L26-BT), FX5U serials
OMRON COM Port CJ/CS/CP/CP1H/CP1L serials OK
Ethernet Port CJ/CS/CP/CP1H/CP1L series OK
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Delta COM Port DVP series OK

FATEK COM Port FB series Ongoing

AB COM Port DF1 protocol Ongoing

Schneider COM Port full series Ongoing

Ethernet Port full series Ongoing

XINJIE COM Port XCseries Ongoing
ABB AC500series To be started
Emerson To be started
Hitachi To be started
Keyence KVseries To be started
KOYO Kseries To be started
LG To be started
VIGOR To be started

If your PLC is not listed in above table, please contact BLIIoT after-sale service team.

Uplink Supported Protocols

Protocol

Description

Transparent Transmission

Only support COM port transparent transmission

Modbus RTU to Modbus TCP

Yes, support Modbus RTU to Modbus TCP

Modbus TCP Can only be server with Ethernet port communication
OPC UA Can only be server with Ethernet port communication
BACnet/IP Can only be server with Ethernet port communication

Custom MQTT

Currently only support “King Pigeon”, “thingsboard”, “Sparkplug B”
JSON data format, others are under development

HUAWEI Cloud Support Private Key /Certificate connection to HUAWEI Cloud
AWS Cloud Yes, suppport AWS Cloud
Alibaba Cloud Support Private Key /Certificate connection to Alibaba Cloud

ThingsBoard Cloud

Yes, support ThingsBoard cloud,Select ThingsBoard data module
in custom MQTT

Modbus RTU

Yes, support Modbus RTU, configure it in King Pigeon Modbus

King Pigeon Cloud

Yes, support King Pigeon Cloud, configure Modbus RTU/MQTT

Page 16 of 147

Shenzhen Beilai Technology Co., Ltd V1.1




N
BL/IIOT  Modbus, PLC, BACnet, MQTT, OPC UA loT Gateway ---BL110

MAKE lIOT €EASIER

2 Hardware Introduction

2.1 Outline Dimension

Unit: mm
T
Top View
3050} 08 45] -
L -.|_|n1l' 1lm I'Igi ml™ '1":@.. Ir’r..|_
i:d_ n - é}....-
e - 3.
| = | &
] = = I
| = EI i
: by i
- I |1
® ‘

i g i)

L Back View Side View (left) Main View
Side View (right) | — |
jonnnonoonnengl =

Bottom View

2.2 Power input Interface

Vi V1-V2+ V2-

OFF . O F. i

DC IN 9~36Y SIM  DOWNLOAD DEBUG

2 channels of 9~36VDC power input with reverse connection protection
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2.3 COM1 Port

Vi V1= Va2+ V2-

OFF . ON ﬁ:—T_T—T_i

DC IN 9~386V

COM!1 is fixed RS232 interface

2.4 SIM Card Slot

SiM  CoOwNLOAD DEBUG

Before placing SIM card, make sure device is powered off. Use the SIM card picking PIN to press the
slot and take out the tray, place the SIM card and push back the tray with SIM card.
Note: make sure device is placed flatly like above picture when inserting or removing SIM card

2.5 Debugging & Firmware Upgrading USB Interface

Vi+Vi-Va2+ va-

OFF,UN.‘___ L)
: Lelel el i :

DC IN 9~36Y SIM | DOWNLOAD DEBUG

DEBUG is program debugging port, DOWNLOAD is firmware upgrading interface
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2.6 Earthing Interface

;.

SIM  DOWNLOAD DEBUG

Before connecting Gateway device BL110, make sure it's grounded with grounding screw to prevent
electromagnetic interference.

2.7 4G & GPS Antenna Interface

Connecting 4G Antenna

Connecting GPS Antenna

2.8 LED Indicator

LED Indicator Introduction
ltem Status Description
_ ) Flickering Device is running normally

RUN Device Running —

Off Device is in faulty

Stead on Alarm is triggered
ALARM Alarm

Off No alarm
NET Ethernet/4G Flickering Ethernet network is working

Communication Stead on 4G network is working

Page 19 of 147 Shenzhen Beilai Technology Co., Ltd V1.1



N
BL/IIOT  Modbus, PLC, BACnet, MQTT, OPC UA loT Gateway ---BL110

MAKE lIOT €EASIER

Off No Ethernet or 4G network
o Flickering Data is transmitted
TX Data transmitting —
Off No data transmitting
o Flickering Data is received
RX Data Receiving : :
Off No data is received
) Flickering GPS signal is received
GPS GPS Signal - : -
Off No GPS signal is received
1 LED ON Weak signal (0-14)
| 4G Signal 2 LED ON Intermediate Signal (14-22)
3 LED ON Strong signal (22-31)
Note: RUN indicator will be steady on once it's powered on, if it's not on,
please check whether power source has problem or it's reversely connected.

2.9 Reset Button

After gateway BL110 is running, long press RESET button with pin for 10 seconds until RUN indicator
is off. Device will restart automatically and return to factory setting.
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2.10 COM Port & CAN Port

RS485(or RS232) & CAN Port
Item Description
GND Grounding wire
B/RX/AIN- | RS485 data-(B)/ data receiving/
coMd Analog input-
A/TX/AIN+ | RS485 data+(A)/ data
transmitting/
Analog input+
GND Grounding wire
B/RX RS485 data-(B)/ data receiving
COM3
A/ITX RS485 data+(A)/ data
transmitting
GND Grounding wire
B/RX RS485 data-(B)/ data receiving
COM2
A/TX RS485 data+(A)/ data
transmitting
GND Grounding wire
CAN(Reserved) | H Signal wire
L Signal wire
2.11 WAN Port & LAN Port
PAKM E
Indicator Color Status Description
Network Stead on 100Mbps mode
speed Green Off 10Mbps mode
Stead on Network connected
Network link Yellow | Flickering Data is transmitting
Off Network disconnected
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3 Product Mounting

BL110 can be placed on flat surface, mounted on the wall and DIN Rail

3.1 Wall-Mounting

Wall-Mounting(Optional)

3.2 DIN Rail Mounting

DIN Rail Mounting(Optional)
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4 Configuration Software Introduction

4.1 Login to Configuration Software

Connect BL110 to router or switch through WAN port with standard direct network cable or cross
network cable. Router or switch IP can’t be the same as Gateway BL110 IP 192.168.3.1. Make sure
BL110 and PC are in the same local area network. If it's necessary to connect the gateway to PC
directly, use standard cross network cable to connect through BL110 LAN port. (If BL110 is
connected to PC directly, PC IP must be specified to 192.168.3.1 as default LAN IP of gateway is
192.168.3.1 from factory setting. IP address, subset mask, MAC and DNS are needed for PC IP
setting)

Note: WAN port IP is retrieved automatically, LAN port IP is 192.168.3.1 from factory setting

Wiring of Connecting BL110 to Router/Switch and PC:

Connect BL110 to Router or Switch via WAN

Connect BL110 to PC directly via LAN

x T\
X\ l . s B
o & ) = RJ45 |2 55 -E] i
3 == 10T Gateway BL110 t RJ45 : ' .
Set PC IP: 192.168.3.1XXX Router IP can NOT be 192.168.3.1
4.1.1 Open Configuration Software
Double click = B V1137 on PC to execute BL110 configuration software to open below page
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BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.7 = X
LD&e p o @ .4 =] ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Log {32 Help About

4.1.2 Search for Gateway Device

Click "Search" and all devices in the same local area network with the PC will appear. For example,
WAN port is connected to the switch, PC and gateway are in the same local area network, and the
gateway whose IP is 192.168.1.131 will be found. If there is no device found, please make sure
gateway and computer is in the same local area network, and the computer UDP broadcast is
normal. If the device cannot be found because of the computer network environment issues, you
can enter the IP in the "IP" bar, click connect, login.

Note: If it's necessary to change PC or Gateway IP, make sure configuration software is closed and

open it again.
BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 - 0 X
LPa £ & 4 & @ B ®m® d

hearch | Clear Import Export Read Config. Write Config. Monitor Log

$13Z  Help About

Device Selection X
Model i Name Version
BL110Pro 192.168.1.131 Beilai Vviio

4.1.3 Connecting Gateway

Double click the device to be configured (For example, double click device with IP 192.168.1.131) .
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to enter the gateway device configuration interface. You can enter the IP and directly connect to log

in if there is no display device because of the network environment.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7

P o P e i k © B

Search: Clear Import Export Read Config. Write Config. Monitor Log

- g X

W @ G

4 Help About

B hBLiiorro
E-Ecom1
DRS485 ( Modbus RTU )
Erecom Name Value Cloud Status Port Device Name Status |
©s7-200 Name Beilai MQTT Client ® COM1  RS485 ( Modbus RTU } ®
EACOM3 Time 14:04:28 09-27-2022 MQTT Client I &) COM2 | s7-200 ®
FDCoMa Model BL110Pro AliToT Y WAN | B0 ( Modbus TCP ) Y
EILaN =l | version vilo HUAWEL IoT ®
BHEIwAN 4G Module EC20CEFILGROBAOTM1G AWS IoT o
IMEL 263418055923288 KingPigeon IoT ®
@RO (Modbus TCP ) Signal Strength |12 (Normal:14-31) KingPigeon Modbas oT ®
Wac operator NULL
B &=ven SIM ICCID NULL
@OpenVPN SIM Status Failed
ﬁ%Alarm; =
[;:éTasks
= @DataSewices
Refresh
DIPass Through
@Modbus RTU=TCP
& Modbus TCP Server
@ BACnet/IP
4.2 Configuration Software Introduction
. guration Software Introduct
.
4.2.1 System Function
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 -
Da 22 A 4 = = ® a
Search: Clear Import Export Read Config. Write Config. Monitor Log 32 Help About
[} thBL110PIO 5
& &com
@RS485 ( Modbus RTU )
Brepcomz Name Value Cloud Status Port Device Name Status
@s7-200 Name Beilai MQTT Client o COM1  Rs485 ( Modbus RTU ) )
EICOM3 Time 14:04:28 09-27-2022 MQTT Client I @ comz  s7-200 o
EBcoMa Model BL110Pro Ali loT ® WAN | PO ( Modbus TCP) ®
EILAN =l version V110 HUAWEL 1T ®
B Ewan 4G Module EC20CEFILGROGAOTM1G AWS IaT o
IMEL 263418055923288 KingPigeon IoT ®
@RI ( Modbus TCP) Signal Strength |12 (Normal:14-31) KingPigeon Modbus IoT ®
R operator NULL
= Even SIMICCID NULL
@OpenVPN SIM Status Failed
ﬁ%Alarms
EéTasks
E @DataSer\rices
Refresh
€9 Pass Through
@ Modbus RTUSTCP
@Modbus TCP Server
@ BACnet/IP
System Function
Item Description
Search Search for all BL110 gateways in the same local area network
Clear Open a new default configuration file
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Import Import gateway configuration file
Export Export gateway configuration file
Read configuration Read logged-in BL110 gateway configuration parameters

Save all configuration parameters by click "write
configuration". Make sure to click "write configuration" every
time after modifying the configuration. The setting will be valid
after device restarts automatically

Write configuration

Monitor the value of the data point of the currently connected

Monitor device, and the data in the "Value" item of the display data
point page.
Log System running log.
If device issue, click save log to send it to specified email box
English Click it to change language to English
Help Under development
About Software Version, Issue Date, Firmware upgrade information
Basic Information of Gateway BL110
Item Description
Name BeiLai Gateway. Can be customized
Time Local time when reading the gateway
Model Gateway device model
Version Gateway device version

4G module signal value. If it's less than 14, it means weak

Signal Strength
ignal Streng signal. Full signal value is 31

4G Modulel 4G module model. If it’s null, it means no 4G module
IMEI Device IMEI code

Operators SIM card service provider

SIM ICCID Read SIM card ICCID

"OK" means the SIM card is successfully registered, "Failed"
SIM Status . )
means it is not registered

) ) Green light means King Pigeon MQTT Client is connected,
King Pigeon loT . ) o
gray means King Pigeon MQTT Client is not connected.

King Pigeon Modbus | Green light means King Pigeon Modbus cloud is connected,

loT gray means King Pigeon Modbus cloud is not connected.
] Green light means MQTT Client is connected, gray means
MQTT Client N
MQTT Client is not connected.
. Green light means MQTT Client Il is connected, gray means
MQTT Client Il _ _
MQTT Client Il is not connected.
All 1OT Green light means Alibaba cloud is connected, gray means
i

Alibaba is not connected.
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Green light means HUAWEI cloud is connected, gray means
HUAWEI not connected.

Green light means AWS is connected, gray means AWS is

HUAWEI IOT

AWS IOT
not connected.

Green indicates gateway is communicating with slave
Device Online Status | devices

Prompting Box Gray indicates gateway fails to communicate with salve
device
Refresh Refresh basic information of gateway

4.2.2 Advanced Settings

The private network setting is to allow the dedicated Ethernet or dedicated 4G network to set the IP that can be

used or the server that can be connected. If it is an ordinary Ethernet or 4G network, no settings are required.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 - X
P a2 A 4 = ™ @ G
Search Clear Import Export Read Config. Write Config. Monitor Log $  Help About
“wag )
EveN
. {/OpErvPN ] Advanced Settings
ﬁ%Ala(ms -Private Network ———————— -Network Diagnostics ————————— - Password fptus
Eg:Tasks
B & Dataservices
&9 Pass Through 5
@ Modbus RTUSTCP Private Network hd ‘ Default Password : 123456
@ Modbus TCP Server Keepalive IP Ping | 192.168.1.1 (2] Old Password
I BAChet/TP NTP Server cn.pool.ntp.org New Password
QOPC UA
B & Cloud
@MQTT Client ]
QMQTT Client IT I - ) [ ok | [ceneel]
D Ali loT i ff
@ HUAWEL [oT Refresh
D AWS ToT
@ KingPigeon [oT
@ KingPigeon Modbus IoT
Advanced Setting
Item Description
Private network Choose from "WAN" and "4G" according to your needs, and
Private network only configure it with a dedicated network.
Keepalive IP Dedicated IP that can be used
NTP Server Dedicated connected NTP server
Ping the gateway IP connected to the network port, you can
Network Diagnosis Ping judge whether the LAN connected to the BL110 network port is
normal, fill the gateway IP, click Ping, green means normal.
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4.2.3 COM Port Introduction

All 4 COM Port configuration is the same. Below is the introduction of COM1 configuration.

4.2.3.1 COM Port Attribute Configuration

Double click COM1 to open COM Port Attribute configuration box.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 - 0 X

Search Clear Import Export Read Config. Write Config. Monitor Log 132 Help About

B chBLi10pro 4 Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
E
@RS485 ( Modbus RTU )

@s7-200 Mode Selection | Collection

~Protocol Settings

EAcom3
EEcoma Device Brand Modbus
(ZILAN 1 Device Model MODBUS_RTU (s
EHEwWAN
@ RO ( Modbus TCP ) Serial Port Settings
U1
[SREN
) 0penVPN
ﬁ%A\arms
@Tasks
B EDataservices
@ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
@BACnet/IP

Baud| 9600 =] DataBits| 8 -|

Stop Bit | 1 ~|  ParityBit| Nome |

Item Description Default

Select from "Collection", "Pass | Collection
through”, "Modbus RTU to TCP"
Select from "Modbus",

Device Brand "BACnet", "Mitsubishi", Modbus
"Siemens","OMRON","DELTA"

Select slave device according Modbus RTU

Mode Selection

Protocol Device Model
to selected brand

Settings : : : -
Device command interval time | Polling Interval : 20ms

Polling Interval and device return timeout time, | Timed out: 200ms
And Time out click the button next to the
device model to set it.

Select from “1200”, “24007, 9600
Baud Rate 48007, “9600”, “19200”,
Serial Port “38400”, “57600”, “115200”
Settings Stop Bit Select “1Bit” or “2Bit” 1Bit
Data Bit Select “7Bit” or “8Bit” 8Bit
Parity Bit Select “None”, “Even” ,“Odd” | None
OK Confirm COM configuration
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Cancel Cancel COM port configuration

4.2.3.2 Add COM Port Device

Right click COM1 and click Add to add device. Device configuration box will pop up. For the added
device, double click it to show device configuration information. Right click to delete device.

The byte order of the configuration data points is also set here

Note: Total 50 devices can be connected through the 4 COM ports.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - g X
DGR @ . ©® O B ® @ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log $3  Help About
B 5%,BL103Pr0 Variable Name Address Type Address ~ Value Unit  Datatype Varibale Key Map Address Ratio
Add
LA
EWAN
Qe
= Even
@ OpenVPN
ﬁ‘(,Alarms
EéTasks
= @DalaSewi[es

€9 Pass Through
@ Modbus RTU=TCP
@ Modbus TCP Server
@ BAChet/IP
QOPC UA

E- & Cloud
©MQTT Client
@ MQTT Client Il
@Al loT
@HUAWE! loT

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 — x

DEePe A & ©B ® @ G

Search Clear Import Export Read Config. Write Config. Monitor Log 3 Help About

EghBL110P0 “ | Variable Name Address Type Address  Value Unit  Data type Varibale Key Map Address Ratio
=]
RS485 ( Madbus RTU }
B Ecomz2
s7-200
CcoM3 Device Name
CcoM4 -Device Properties
(@ILAN
B @waN
@™ ( Modbus TCP )
Wag
EHEven
2 OpenVPN
ﬁi&Alarms
E‘@Tasks
= @DataSeNi(es
& Pass Through
@ Modbus RTUSTCP

Device Information

Slave ID 1
16-bit Data Type | AB -

32-bit Data Type

ABCD -

Write Function Code | 15/16 -

[ oK |[cancel|

@ Modbus TCP Server
@ BACnet/IP
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Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X

Dap o i & @ O B ™ @ q

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About

B} chBLI03PrO [ Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
E-Encomt
Delete
EILAN
EWAN
146
(SR
@ OpenVPN
Tig Alarms
[;:e\)Tasks
& pataservices
€ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
QBACnet/IP
§OPC UA
E-&Cloud
GIMQTT Client
@MQTT Client Il
DAl loT

Note: device attributes are set according to the selected protocol. For example, device brand is
Modbus, set attributes as below table

Device Information
Item Description Default
Device Name Name of Data Collecting Device
Data Collecting Device Modbus
Slave ID o
Communication Address
Device _
_ 16-bit Data Type | Select “AB” or “BA” AB
Properties
_ Select “ABCD”, “DCBA”, “BADC”,
32-bit Data Type ABCD
“CDAB”
Write function code | Select from 05/06, 15/16 15/16
OK Confirm device configuration
Cancel Cancel device configuration

4.2.2.3 Add COM Port Device Datapoint

Click device name and then right click the box on the right, click Add to enter data point configuration
box. The outside of the mapping address on the configuration software represents the Modbus
address, and M.XXX in the brackets represents the PLC Modbus address. Right click "Add" to add
the next data point. You can also right click to delete the data, or double click the data point to edit the
data.

Add data points by importing and exporting Excel file. First, create some data points to export, the
configuration content of the Excel file is the same as the information configuration principle of the
data point configuration box. The variable name, variable label, mapping address, and collection
address can not conflict.
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PomPLeL i

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

= @3

$1Z  Help About

El shBL103Pro
EHEpcomt
(RILAN
RWAN
Wi
(SR
@ OpenVPN
ﬁ‘&A\arms
@Tasks
= @DataSeNices
@ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
S BACnet/IP
QOPCUA
B &Cloud
@MQTT Client
@MQTT Client Il
@Al loT

Variable Name

Address Type Address Value Unit Data type Varibale Key Map Address Ratio

=

Delete

Import Excel File
Export Excel File

3Liiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7

Pa D A

Search Clear Import Export Read Config. Write Config. Monitor Log

- 0O X

4 B ® @ G
£ Help About

B shBLi10pro
E-ecomt
DRS485 ( Modbus RTU )

Variable Name

Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio

Variable Properties

B Ecom2
@s7-200 Variable Name TAGDO2 Varibale Key REGO02
Eicoms E OCT/DEC/HEX | Decimal -
EEcom4 -
el Typa‘ 01 Coil Status(@x) ‘ Address
EILAN 77‘
Data type bool - Add Number 1
B &wan
R0 ( Modbus TCP) Read/Write Read/Write v‘ Ratio PO
(g Map Address 5 Variable Unit
A 4G
B E=ven
©OpenVPN [ ok |[cancet]
ﬁAlarms
[;:éTasks
= @DataSer\iices
€9 Pass Through

@ Modbus RTUSTCP
@ Modbus TCP Server

Variable Properties

Item

Description

Variable Name

Name of Added Datapoint

Variable Key

The MQTT identifier of the data point, can be filled in arbitrarily.

OCT/DEC/HEX

Select from "decimal”, "octal", "hexadecimal" according to the
collection address

Address Type

Select the register type of the device, different protocols display

differently

Address

Address of the collected data point

Data Type

Select from Boolean, 16-bit unsigned integer, 16-bit signed
integer, 32-bit unsigned integer, 32-bit signed integer, 32-bit
single precision floating point

Add Number

Datapoint Quantity
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Read-Write Type | Select “read only”, “read and write”

Rat Only set for numeric data. Data can be magnified or minified
atio

with certain ratio before sending to cloud

Address in Gateway where datapoints are stored.
Map address Boolean: 0~2000 addresses, Numeric: 0-2000 addresses.

Each register address space is one character

Variable unit The unit of the data point, fill in as needed, not required.

OK Confirm datapoint setting

Cancel Cancel datapoint setting
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
P2a £ L & & © O B ® @
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 37 Help About
B g, BL103Pro Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
B E9com DO1 01 Coil Status(0x) 0 boal Do 0(M.000001) none
po2 01 Coil Status(0x 1 boal Do2 1(M.000002) none
003 01 Coil Status(0x) 2 bool po3 2(M.000003) none
(@LAN D04 01 Coil Status(0x) 3 bool DO4 3(M.000004) none
ZWAN DOS 01 Coil Status{0x) 4 bool DoOS 4(M.000005) none
G DO6 01 Coil Status{Ox) 5 bool DO6 5(M.000006) none
B Even po7 01 Coil Status(0x) 6 bool po7 5(M.000007) none
OpenvPN posa 01 Coil Status(0x) 7 boal poa 7{M.000008) none
fimaning Inw‘w 02 Input Status{1x) e  bool D\N‘1 B(’M.DGOOOQ) none
B Tass mr\tz 02 Input Status(1x) 1 boal DIN2 5(M.000010) none
DIN3 02 Input Status(1x) 2 ancat Excel e boal DINZ 10(M000011}  none
B} & pataservices DINA 02 Input Status(1x) 3 Export Excel File bool DIN4 11(M.000012)  none
& Pass Through DINS 02 Input Status(1x) 4 bool DINS 12(M.000013) none
@ Modbus RTU=TCP DING 02 Input Status(1x) 5 boal DING 13(M000014  none
§ Modbus TCP Server DINT 02 Input Status(1x) 6 boal DIN7 14{M.000015)  none
SBACHet/IP DINg 02 Input Status(1x) 7 bool DING 15(M.000016)  mone
QOPC UA
B &Cloud
@MQTT Client
@MQTT Client Il
@Al loT

Select datapoint and right click it to delete datapoint. Double click datapoint to edit it.

4.2.4 LAN Port Introduction

4.2.4.1 LAN Port Attribute Configuration

Double click LAN port to enter setting page. Factory default IP of LAN is 192.168.3.1. Auto IP address
distribution and routing functions are turned off in factory setting.

Note: If LAN port is connected to switch, the IP of all devices connected to switch must be the same
as LAN port IP.
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Search Clear Import Export Read Config. Write Config. Monitor Log 32 Help About

E| ghBLllGPro e Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
F-Ecom1
@RS485 ( Modbus RTU )
P Devicel
B &comz2

Ethernet Settings

@s7-200 pHcP( M) Routing Ensbled( I
EICoM3 ]

EZICOM4

IP Address 192.168.3.1

Subnet Mask 255.255.255.0

EHE@IWAN
@m0 ( Modbus TCP )
846
= EveN
@ OpenVPN
ﬁEA\arms
EéTasks
= @DataSewices
@ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server

MAC Address 08:00:27:62:c0:19

LAN Port Configuration

Item Description
DHCP Green indicates auto IP distribution for LAN is enabled
Gray indicates auto IP distribution for LAN is turned off
Routing Green indicates routing function is enabled.

Gray indicates routing function is turned off
IP Address LAN port IP Address
Subnet mask | LAN Port subnet mask
MAC Address | LAN port MAC
OK Confirm LAN port Setting
Cancel Cancel LAN port setting

4.2.4.2 Add LAN Port Device

After configuring LAN port attribute, right click LAN and clik Add to enter device configuration page.
Device data can be collected through Gateway BL110 LAN Port or through switch which is connected
with LAN.

Note: Total 50 devices can be connected through LAN and WAN
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Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

Papo # +

Search Clear Import Export Read Config. Write Config. Monitor Remote Lo

- 0 X

W @ a
%7 Help About

[te]

Variable Name

B (R BL103Pro
@ Ecom
Add
AN
E;&:l,;@
= &veN
&) OpenVPN
ﬁ%A\arm;
EéTasks
=] @DataSewices
€ Pass Through
€ Modbus RTU=TCP
€9 Modbus TCP Server
£ BACnet/IP
QOPC UA
E-&>Cioud
@ MQTT Client
@MQTT Client Il
@Al loT
@HUAWEI loT

Blilot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7

Papo @ +

Search Clear Import Export Read Config. Write Config. Monitor Log

Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio

— g X

T @ G
$%  Help About

® B

Variable Name

B hBL1iopre i
BeEcomt

Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio

EIRS485 ( Modbus RTU )
& Devicel
EH&Ecom2
©57-200
EIcom3
Ecome

EHEwan
MO ( Modbus TCP )
4G
B Even
© OpenVPN
ﬁf;A\arms

~Device Properties

Device Information

Device Name
Device IP

Device Port

Device Brand Modbus ~|

Device Model | MODBUS_TCP -] =]

16-bit Data Type AB -
32-bit Data Type ABCD -

Write Function Code | 15/16 -

| ok |[cancel]

E@'Tasks
B & pataservices
@ Pass Through
& Modbus RTU=TCP
€ Modbus TCP Server

LAN Port Device Configuration

Item

Description

Device Name

LAN Port Device Name

Device IP

Set IP Address of LAN port device. Device |IP Address must
be the same as Gateway BL110 LAN IP Address. Ifit's not the
same, need to change device IP address or LAN port IP
address. To change LAN port configuration, it will not take
effective until restart after power off

Device Port

Set LAN device port

Device Brand

Modbus, BACnet, Mitsubish, Siemens, OMRON

Device Model

Select device Model

Polling interval

Command interval time and device return timeout time, click
the button next to the device model to set it.
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And Time out

Device address Only available when the device brand is "BACnet"

16-bit Data Type | Select “AB” or “BA”, only configure it if Modbus is selected as
device brand.
32-bit Data Type | Select‘ABCD”, “DCBA”, “BADC” or “CDAB”, only configure it
if Modbus is selected as device brand.
Write function code | Select from "05/06", "15/16"
OK Confirm LAN port device setting
Cancel Cancel LAN port device setting

4.2.4.3 Add LAN Port Device Datapoint

The procedure to add LAN Port device datapoint is the same as that of adding COM port device
datapoint. ID of the Modbus TCP device is configured in the data point configuration box.
Refer to Add COM Port Device Datapoint

4.2.5 WAN Port Introduction

4.2.5.1 WAN Port Attribute Configuration

Double click WAN to enter WAN Port Attribute configuration box.

Bliiot Beilai Industrial Gateway www BLiiot.com V1.1.3.7 == X

P o P o & A @ B = ® qd

Search Clear Import Export Read Config. Write Config. Monitor Log o3 Help About

B ghB8L110r0 - Variable Name Address Type Address | Value | Unit | Datatype | Varibale Key  MapAddress  Ratio
E-Ecom1
IRS485 ( Modbus RTU )
@ Devicel
E)-&E3com2
@s7-200
EZICoM3
EEICOM4
EDILAN
=]

Ethernet Settings

Ao P @)
IP Address 192.168.1.131

Subnet Mask

Gateway 8.11

MAC Address 08:00:27:28:01:af
@O ( Modbus TCP )

W46
B E=ven
Q) OpenVPN
ﬁAlaw'ms
EéTasks
=] DataSewices
D Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server

DNS 114.114.114.114

oK || cancel |

WAN Port Attribute Configuration

Item Description

Auto IP Green indicates auto retrieving IP
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Gray indicates IP is specified
IP Address Current IP Address of WAN Port
Subnet Mask | Current WAN Subnet Mask
Gateway Current WAN Gateway Address
MAC Address | WAN port MAC address

DNS Current WAN port DNS server
OK Confirm WAN port setting
Cancel Cancel WAN port setting

4.2.5.2 Add WAN Port Device

Right click WAN and clik Add to enter device configuration page. Device data can be collected
through Gateway BL110 WAN Port or through switch which is connected with WAN.
Note: Total 50 devices can be connected through LAN and WAN.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

D a8 B & & & © © B ® @

L

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

— X
i
$  Help About

Varibale Key Map Address Ratio

=] EI'&EU 03Pro Variable Name Address Type Address Value Unit Data type
EEICOM1
BiEan

“A’MG
B =veN
£ OpenVPN
ﬁ%A\arm;
E'@Tasks
[} & Dataservices
& Pass Through
€9 Modbus RTU=TCP
£ Modbus TCP Server
& BAChet/IP
§OPC UA
B &Cloud
@MQTT Client
@ MQTT Client Il
@Al loT
Q) HUAWE loT
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PP @

Search Clear Import Export Read Config. Write Config. Monitor Log

— 0 X

® B = ® a

32 Help About

B hBL110Pro
B &comt
DRS485 ( Modbus RTU )
€0 Devicel
EHEcomz
s7-200
EEICOM3
EEcoma
ERILAN
=
@ F ( Modbus TCP )
4G
B Even

Variable Name

Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio

 Device Properties

Device Information

Device Brand | Modbus -

Device Model | MODBUS_TCP =) [=]

16-bit Data Type AB |
32-bit Data Type ABCD |
Write Function Code 15/16 |

© OpenVPN
ﬁ%A\arms EH&E‘
EéTasks
E @DataSewices
@ Pass Through
2 Modbus RTUSTCP
@ Modbus TCP Server

WAN Port Device Configuration
Item Description
Name of WAN Port Device
IP Address of WAN Port Device
WAN port device Port
Select from Modbus, BACnet, Mitsubishi, Siemens, OMRON
Select device Model

Device Name

Device IP

Device Port

Device Brand

Device Model

Command interval time and device return timeout time, click
the button next to the device model to set it.

Polling interval
Time out

Only available when the device brand is "BACnet".
Select “AB” or “BA”,
as device brand.
Select “ABCD”, “DCBA”, “BADC” or “CDAB”, only configure
it if Modbus is selected as device brand.

Select from "05/06", "15/16"

OK Confirm WAN port device setting

Device address

. only configure it if Modbus is selected
16-bit Data Type

32-bit Data Type

Write function code

Cancel Cancel WAN port device setting

4.2.5.3 Add WAN Port Device Datapoint

The procedure to add WAN Port device datapoint is the same as that of adding COM port device
datapoint. ID of the Modbus TCP device is configured in the data point configuration box.
Refer to. Add COM Port Device Datapoint
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4.2.6 4G Introduction

Double click 4G to enter APN setting box. Note: It's not necessary to set APN for China mainland 4G

network. If no 4G module in the device, it's not needed to set it either

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7

Po P b

Search Clear Import Export Read Config. Write Config. Monitor Lo

T
I

i
AL

2@ © B %
oz

Q

B & BL110Pr0 Variable Name Address Type Address  Value Uit Datatype Varibale Key Map Address
B &3com1
€ RS485 ( Modbus RTU )
) Devicel
B &com: 4G Settings
©s7-200
EEICOM3 L Mainland China does not need to be set.
EzIcom4 ] o
AN User
E @WAN Password
@m0 (Modbus TCP )
EIveN (i) (o]
) GpenVPN B
ﬁ‘éA\arms
[;:éTasks
E DataSer\iices
) Pass Through
) Modbus RTUSTCP
@ Modbus TCP Server
4G Configuration
Item Description
APN Access Point Name of SIM card cellular network
User Name User Name of SIM card cellular network
Password Password of SIM card cellular network
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4.2.7 OpenVPN Introduction

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 = X

LDag p o @b ¥ = ®m @
Search Clear Import Export Read Config. OpenvPN 3 Help About
) £5BL110Pro = Variabl @) Enable! type Varibale Key Map Address Ratio
EFEcomL
@ RS485 ( Modbus RTU )
& Devicel
E&3comz
§57-200
EEICOM3
EEIcoma
(=) LAN
EHEwaN
@O ( Modbus TCP )
“Wag
B EveN

Client/Server | Client -

IP/Domain

Port 1194

TCP/UDP | UDP v

TUN/TAP | TUN -

Authentication Mcdel Password Only v‘

User Name

Password

Encryption Algorithm AES-256-GCM

CA File

JEIEI[E] L

Client Certificate File

Client Key File

ﬁ%A\arms
[;:éTasks
Bl &pataservices
@ Pass Through E| |E|
@ Modbus RTU=TCP
@ Modbus TCP Server

Compression Algorithm LZ0

Only BL110Pro have the OpenVPN function, and the gateway device is the client. According to the IP
assigned by the OpenVPN server to the gateway device client, you can directly enter the gateway client IP in
the "Device IP" item of the configuration software login interface, and click Connect to log in to the gateway

device.

OpenVPN
Item Description
Client/Server Gateway device as client "Client"

IP/domain name | The address of the server with which the client establishes an
OpenVPN connection

Port The TCP/UDP port provided by the server for establishing a
connection, the default is 1194.

TCP/UDP The protocol used in the communication between the client and
the server, and the connection method is selected according to
the server.

TUN/TAP In TUN mode, 3 Layer tunnel is established to realize
point-to-point transmission. In TAP mode, 2 Layer tunnel is

established to implement transparent transmission of IP packets.
Select the connection method according to the server.

Authentication Select from "Password Only", "Certificate Only", "Password and
Mode Certificate" as required
User name Username of the client, not required for "certificate only" mode.
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Password Client user name password, not required for "certificate only"
mode.

Encryption Select the data encryption algorithm, and select the connection

Algorithm encryption algorithm according to the server.

CA File Select File Upload, the root certificate provided by the OpenVPN

server.

Client Certificate
File

Select File Upload, the client certificate generated by the user
based on the root certificate.

Client Key File

Select File Upload, the key corresponding to the client
certificate.

Compression

Select from "LZO" and "LZ4" according to the OpenVPN server

Algorithm selection.
OK Confirm OpenVPN configuration
Cancel Cancel OpenVPN configuration

4.2.8 Alarm and Event Configuration
Click "Alarms", move the mouse to the right box, right click, click "Add", to enter "Alarm and Event"

setting box. You can configure the data points, action and the action to be performed for alarm
recovery.

4.2.8.1 Alarm Point Configuration

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X

D& 908 @ A @ O B & @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log i Help About
Eghguogplo [ Port | Device Jitter Delay(s) | ]
B EcoMm1
BHLAN
B WAN
UEIe]
VPN
@ OpenVPN
{onarns]
[;:éTasks
= DataSeNice;
& Pass Through
@ Modbus RTU=TCP
@ Modbus TCP Server
@BAChet/IP
QOPC UA
E-&Cloud
@MQTT Client
@MQTT Client Il
@Al loT
@ HUAWEI loT

Variable Name  Alarm Name High Limit Low Limit Alarm Type Alarm Key

‘ |
Delete
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Bliiot Beilai Industrial Gateway www BLiiot.com V1.1.3.7 - g X
£ 68 9 & 4 $ =] ® @ a
Search Clear Import Export Read Config. Write Config. Monitor Log $3Z  Help About
@720 = Port Device Varigble Name  Alarm Name High Limit Low Limit Alarm Type  Jitter Delay(s) ~ Alarm Key
coM
comd Alarms
@ LAN Alarm Triggered Execution Action Alarm Recovery Execution Action
g @WAN Port Device Write Point  Write Value || Port Device Write Point  Write Value
® ] Alarm Name
wag Alarm Key ALARN001
B &Even Variable Name [Add |
@0 High Limit
Low Limit
B Tasks AarmType|  Alamwhenclossd v
2] @ Datas Jitter Delay(s) 2
[EE
oM
@M [ ox [ cancel]
@ BACnet/IP
@OPC UA
& cloud
@MQTT Client
@MQTT Client I

Alarm and Events Configuration

Item Description
Name Name of Alarm Point
Alarm Key MQTT flag of alarm point, can be randomly set

) Select alarm point and click Add. Datapoint box will pop up. Click
Variable Name ) _ )
the point to be set for alarm and click OK to confirm.

High Limit High Limit alarm value of numeric datapoints

Low Limit Low limit alarm value of numeric datapoints
Alarm Type Select from digital alarm mode: Normally Open or Normally Close

] Within alarm acknowledge time, if data recover to normal value,
Jitter Delay . , T

no alarm will be triggered. Otherwise it will generate alarm
OK Confirm alarms and events setting
Cancel Cancel alarms and events setting

4.2.8.2 Alarm Event Configuration

Put mouse in "Alarm triggered execution action", right click the prompt box, click "Add" to enter event
configuration box, and set the operation to be performed when the alarm is triggered. In the same
way, put mouse on "Alarm recovery execution action", set operations when the alarm release.
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P2 & o o @4 . © ®m e a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About
3 g%,8L103pPr0 Port Device Variable Name  Alarm Name High Limit Low Limit Alarm Type  Jitter Delay(s) Alarm Key
@ Ecomt
@ @LAN Alarms
@ @WAN Alarm Triggered Execution Action Alarm Recovery Execution Action
wag Port Device Write Point  Write Valu || Port Device Write Point  Wite Valu:
= &veN Alarm Name
€p OpenVPN Alarm Key ALARMOO1
Variable Name DO1 Add
EéTasks High Limit
B Bataservices Low Limit
€ Pass Throu: Alarm Type Alarm when closed ~
€ Modbus RT! Jitter Delay(s) 2
@ Modbus TC
€ BACnet/IP
Q©OPC UA
=& Cloud
@ MQTT Client
@ MQTT Client Il
@Al loT
@HUAWEI loT
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
Papo @4 4 © ® @ a
Search Clear Import Export Read Config. Write Config. Monitor Remote 3 Help About
E] EI]BU 03Pro Port Device Variable Name Alarm Name High Limi o Linnit. Alarm T o liH'.r Delas Alarm Koy ]
B-Ecom Add Variable Point
Variable Type  Port Device Variable Name
B EIAN NS Collection Point  COM1 ~ M140T Dot
@B @WAN Alarm Triggered Execution Action | Cojlection Point | COM1 | M140T Doz
4G Fort Beice: Ssiteoiat Follection Point iCOMIT | M140T D03 ]
B &9veN Alarm Name e e B Collection Point ~ COM1  M140T DO4
QOpenVPN Alarm Key REARIGOT Collection Point  COM1  M140T DOS
et | - i Collection Point  COM1  M140T DOS
Wirite Point I Collection Point  COM1  M140T Do7
(@ Tasks Bt b Write Value Collection Point  COM1  M140T DOB
B pataservices oWt Collection Point  COM1  M140T DINT
@ Pass Throug Alarm Type Alarm when closed & Collection Point  COM1 | M140T DIN2
@ Modbus RTI Jitter Delayls) 2 Collection Point  COM1  M140T DING
€ Modbus TC Collection Point  COM1  M140T DIN4
QEBACheUP Collection Point  COM1 M140T DINS
Collection Point  COM1  M140T DING
WOPEUA Collection Point  COM1  M140T DIN?
Bl Scioud Collection Point | COM1  M140T DIN8
@MQTT Client g
@MQTT Client Il |m‘
@Al loT
@HUAWEI loT

Event Configuration

Item Introduction

Generate the point name according to the selected data point,
Write Point Name | click "Add" to select the data point to be operated. Click on the
data point and click OK

Write Value Write the value of the data point to be operated, write "1" or "0"

for Boolean, "0" means open, "1" means close.

4.2.9 Task Plan Configuration

Left click on "Task", move the mouse to the right box, click the right mouse, "Add" will pop up, click
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"Add", to enter task schedule setting box, put the mouse in the box, and right click to enter the
operation box, click "Add", to enter Execution Event box.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
e » & @i + © ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote L $13Z  Help About
B g48L103P0 Task Name Week Time |
@ Ecom1
@@L
B EwWAN
(46
[ E=veN
@ OpenVPN
ﬁ%A\alms

[l

=]
«a

‘ add
Delete

=] @DataSewices
& Pass Through
@Modbus RTU=TCP
@ Modbus TCP Server
S BACnet/IP
§OPC UA

B &Coud
©MQTT Client
@MQTT Client Il
Al 10T
@HUAWEI loT

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 -0 X

LPapo @ k. © O B W ® G

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About

B g5 BL103Pro Task Name Week Time
Beacomt

B G@ILAN Tasks
®= @WAN Port Device Write Point Write Value

(R]4G Task Name

B &EveN System Action NULL
UTCTime:| 00 ~|Hour| 00 ~| Min
@ OpenVPN

. ] Monday
Ty Alarms = —

Delete
[] Wednesday :
[ Thursday
[] Friday
[] saturday

W

[} & Dataservices
€2 Pass Through
& Modbus RTUSTCP
@ Modbus TCP Server
©BAChet/IP
©O0PC UA

B &Cloud
@MQTT Client
@MAQTT Client Il
S Al loT
@ HUAWE loT

Task Plan Configuration

Item Description

Task Name Name of Task Plan

) Can set to restart the gateway device regularly. If it is to
System Action ) o
schedule other actions, select "NULL" for this item.

UTC Time Set the time for task scheduling, this time is UTC time.

Week Set week day to perform the planned task

Generate the point name according to the selected data point,
Write Point Name | click "Add" to select the data point to be operated. Click on the
data point and click OK

Write Value Write the value of the data point to be operated, write "1" or "0"
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for Boolean, "0" means open, "1" means close.

OK

Confirm Task Plan setting

Cancel

Cancel Task Plan setting

4.2.10 Data Service

4.2.10.1 Transparent Transmission

Set COM mode to Transparent Transmission, set COM parameters and then configure Transparent

Transmission parameters. All 4 COM ports can be used for Transparent Transmission. The

configuration procedures are the same. Below is the example of setting COM2 for transparent

transmission: 1. select transparent transmission mode in COM2, 2. configure COM2 attributes, click

OK to enter Data Service configuration page

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
i Ay = -

Da p o i & © O B ®™ @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log £ Help About
= é_hﬁu 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

EILAN
EwaN Serial Port Settings
)46 Mede Selection Pass Through -
el e Collection -
B &ven St T Poss Lhrough Tl
3 OpenVPN i R Al LS
f‘ Al service=>Transparent Transmission to set relevant
Ty Alarms parameters.
[@Tasks
=] @DataSewices ~Serial Port Settings
@ Pass Through Baud 9600 Data Bits 1
@ Modbus RTU=TCP Stop Bit 1 Parity Bit  None
@ Modbus TCP Server
o [z
P OPC UA
E-&Cloud
& MQTT Client
@MQTT Client Il
@Al loT
@HUAWEI loT
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Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About
B 5%,8L103pPr0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
EEICOM1 Pass Through
EHLAN The configuration on this page will take effect only if the serial port is set to the
AN transparent transmission mode.
(UL
A6 COM com1
EHEven TCP Mode TCP Server
©OpenvPN Network Interface WARN
1ig Alarms 1P/Domain 102.168.1.196
(@Tasks Port 5000
B & Dataservices
: -TCP Client Settings
& Modbus RTUSTCP Angia Missage
@ Modbus TCP Server oge 8 Mesaoe
@BAChet/IP Heartbeat Message
QoPCUA Heartbeat ACK Message
Bl &cloud Heartbeat Interval(s)
@MQTT Client
@MQTT Client Il
i
@ HUAWEI loT

Transparent Transmission Configuration

Item Description
COM For example COM2
TCP Mode Select Gateway as “TCP Server” or “TCP Client”

Only set it when BL110 Gateway is used as TCP server
Select WAN or LAN
If BL110 is used as server, it can’t be set but

Network Interface

IP automatically show selected WAN or LAN IP
/Domain Name If BL110 is used as client, fill in transparent transmission
server |IP

Port If BL110 is used as server, fill in monitoring port
o
If BL110 is used as client, fill in server port

. Data Package of logging in to server, filled in when the
Login Message i )
gateway device acts as a client.

. Data Package of server response to login, filled in when
Login ACK Message _ _
the gateway device acts as a client.

Heartbeat Data Package to keep connection, filled in
Heartbeat Message ) )
when the gateway device acts as a client.

Heartbeat ACK Data Package of server response to heartbeat, filled in
Message when the gateway device acts as a client.

Cycle time of sending heartbeat package. Default is 60s,
Heartbeat Interval i ) ) .
filled in when the gateway device acts as a client.

OK Confirm Transparent Transmission setting

Cancel Cancel Transparent Transmission setting
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4.2.10.2 Modbus RTU to Modbus TCP

Set COM mode to Modbus RTU to Modbus TCP, set COM parameter and then configure Modbus
RTU to Modbus TCP parameters in Data Service. All 4 COM ports can be used as Modbus RTU to
Modbus TCP. The setting procedure is the same. Below is the example of setting COM3 as Modbus
RTU to TCP: 1. Select Modbus RTU to Modbus TCP mode, 2. Set COM port attributes. 3. Click OK to
enter Data Service for configuring Modbus RTU to Modbus TCP.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

@ Modbus TCP Server

= X
Pap 2 @ 14 © B ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log £ Help About
=] EI'ABU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
(ZILAN
EWAN Serial Port Settings
w15 Mode Selection Modbus RTUSTCP
& Even “Protocol Settings ——| pi:”:;::u; : p—
§OpenVPN e MR R
ﬁ%A\arms service=>Modbus RTUSTCP to set relevant parameters.
EéTasks
=] @DataSewices Serial Port Settings
@Pass Through Baud| 9600 Data Bits 8
D MGabls RTUETCR Stop Bit 1 Parity Bit| None
@ Modbus TCP Server
QBACnet/IP '
QOPC UA
B &Cloud
@MQTT Client
@MQTT Client II
QA loT
@HUAWEI loT
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - g X
D4 P 2 i ¥ @ B W™ @ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log i3 Help About
B ghBL103Pr0 Variable Name Address Type Address  Value Unit  Data type Varibale Key Map Address Ratio
EECOM1
GEILAN
= WAN
U\ Modbus RTU=Modbus TCP
B Edven e e e e e
©OpenvPN serial port is set to the Modbus RTU=TCP mode.
Tig Alarms com com1
[ Tasks TCP Mode TCP Server
[l & DataServices Network Interface WAN
@@ Pass Through Port 5000

QBAChet/IP

QOPC UA
E-&Cloud

@ MQTT Client

@MQTT Client Il

Al loT

@HUAWEI loT

Modbus RTU to Modbus TCP Configuration

Item

Description

COM

For example COM3

TCP Mode

TCP Server (Gateway can only be TCP Server)

Network Interface

Select “WAN” or “LAN”
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Port Fill in port of monitoring BL110 Gateway (required)
OK Confirm Modbus RTU to Modbus TCP configuration
Cancel Cancel Modbus RTU to Modbus TCP configuration

4.2.10.3 Modbus TCP Server

BL110 Gateway supports Modbus TCP protocol and provides data as Modbus TCP server. Modbus
TCP server is enabled permanently. Only configure Ethernet port and monitoring port. The IP
address of the Modbus TCP server can be selected according to the requirements of WAN or LAN.
WAN /LAN IP address can be viewed by clicking WAN/LAN

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 - O X

P2 e po i : © B =@ d

Search Clear Import Export Read Config. Write Config. Monitor Log Y Help About

— Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
7

EEcom3
EICoM4
(ZILAN
B @wan
@O (Modbus TCP) Modbus TCP Server
UR)aG
& &dven
D OpenVPN Port 502
ﬁ%AIa{ms |2
E@'Tasks -
= @DataSEwices &‘ @‘
@ Pass Through
& Modbus RTU=TCP

@BACnet/IP
QOPC UA

B cloud
@MQTT Client
@MQTT Client I

Modbus TCP Server Configuration
Item Description
Port Fill in gateway monitoring port (required)
OK Confirm Modbus TCP Server setting
Cancel Cancel Modbus TCP Server setting

Modbus TCP master computer is used as client to collect function codes supported by Gateway data.
Boolean data supports 01, 05, numerical data supports 03, 06, 16-bit byte sequence is AB and 32-bit
bytes sequence is ABCD. Follow master computer to fill in Modbus address or PLC Modbus address
(The Modbus Address in configuration software). Refer to below datapoint picture. Master computer
configuration refers to 5.5.2View Data with KingView
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Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
ml Fzan =9 Ry A
Pae po @i @ @ O B ® ® G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About
=] EI'AEU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
& &com Do1 01 Coil Status(0x) 0 boal Do {M.000001) none
Do2 01 Coil Status(0x) 1 boal po2 1(M.000002) none
DO3 01 Coil Status(0x) 2 bool 003 2(M.000003) none
(@LAN DO4 01 Coil Status(0x) 3 bool DO4 3(M.000004) none
(@WAN DO5 01 Coll Status(0x) 4 bool DOS 4(M.O00005) none
4G DO 01 Coil Status(0x} s bool e 5(M.000006) none
= Fven po7 01 Coil Status(0x 6 bool po7 6(M.000007) none
OpenVPN po8 01 Coil Status(0x) 7 bool po8 7(M.000008) none
& DIN1 02 Input Status(1x) 0 baal DINt 3(1.000003) none
T Alarms
DINZ 02 Input Status(1x) 1 boal DINZ 2(M.000010) none
EéTasks
DINZ 02 Input Status(1x) 2 bool DINZ 10(M.000011)  mone
Bl Dataservices DIN4 02 Input Status(1x) 3 bool DING 11(M.000012) none
@ Pass Through DINS 02 Input Status(1x) 4 boal DINS 12(M.000013) none
& Modbus RTU=TCP DING 02 Input Status(1x) s boal DING 13(M000014)  none
@ Modbus TCP Server DIN7 02 Input Status(1x) 6 bool DINT 14(M.000015)  none
@BACheyIP DINg 02 Input Status(1x) 7 boal DINg 15(M.000018)  rone
QOPC UA
E-&Cloud
@MQTT Client
@MQTT Client Il
@Al loT

4.2.10.4 BACnet/IP

BACnet standard is designed for heating, ventilation, air conditioning, and refrigeration control
equipment, and also provides a basic principle for the integration of other building control systems
(such as lighting, security, fire protection, etc.).

BL110 gateway acts as a BACnet/IP server to provide data. Because the data attributes of various
protocols are different, the two object attributes of AV and BV are unified to provide data for the
current value. The example is the Modbus address of the data point page map address item on the
configuration software.

Blifot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 = X
P e po b 4 B ®m @ a
Search Clear Import Export Read Config. Write Config. Monitor Log B3 Help About
§157-200 & Variable Name Address Type Address Value Unit  Datatype Varibale Kay Map Address Ratio
EZICOM3
EEIcom4 BACnet/IP
EIAN T «
EH@wAN
QR ( Modbus TCP ) Network Interface LAN -
At Port 47808
[ Hven Vendor Name Beilai
) OpenVPN Vendor Identifier 555
1% Alarms |3 Device Name Beilai Gateway
[;'_('E)Tasks Device ID 555
=] @DataSewices Object Description BAnet Server
D Pass Through Location cN
@ Modbus RTUSTCP -
& Modbus TCP Server | ok |[cancel|
0OPC UA
EF&cloud
MQTT Client
EMQTT Client Tl

BACnet/IP configuration
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Item Description

Enable Disabled by default, click the button to enable. Gray: Not
enabled, Green: Enabled.

Network Interface Select from "WAN" and "LAN"

Port Fill in the server port, the port must be filled in. Default:
47808.

Vendor name Default "BeilLai", can be filled in arbitrarily.

Vendor Identifier Default "555", can be filled in arbitrarily.

Device name Default "BeiLai Gateway", can be filled in arbitrarily.

Device ID Default is "555", the device object instance, if there is also a
BACnet device in the downlink, be careful not to conflict.

Object Description Default "BACnet Server", can be filled in arbitrarily.

Location Default "CN", can be filled in arbitrarily.

OK Confirm BACnet/IP configuration

Cancel Cancel BACnet/IP configuration

Note: The choice of WAN or LAN not only stipulates that the network port of the BACnet/IP service port is provided for the
uplink, but also downlink collection of BACnet/IP.

BACnet/IP host computer data acquisition configuration, please refer to: 5.5.4 View and send Command by KEPServerEX 6

BACnet/IP data points can be extracted from the gateway and automatically generated, do not need to be filled in.

4.2.10.5 OPC UA

Gateway BL110 supports OPC UA and provides data as OPC UA server.
The IP address of the OPC UA server can be selected according to the requirements of WAN or LAN.
WAN/LAN IP Address can be viewed by clicking WAN LAN

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.7 - X

B R £y
DiaglL|e L 14 = B @ i
Search Clear Import Export Read Config. Write Config. Monitor Log 3 Help About

Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

257-200
E3com3
EECOM4 OPC UA
[@ILAN ) Enable|

B E@WAN
@m0 ( Modbus TCP)

Port 4840

(20
: 16 @
EHimdven

@0OpenVPN
TigAlarms 5 Security Strategy | none -

[@Tasks Certificate
B DataServices

@ Pass Through

@ Modbus RTUSTCP
@ Modbus TCP Server
I BACet/IP

User

Password

PrivateKey

E-&cCloud
@MQTT Client
@MQTT Client I

OPC UA Configuration
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Item Description
Enable Green indicates OPC UA is enabled
Gray indicates OPC UA is disabled. Default is disabled
Port Fill in the server port, the port must be filled in. Default: 4840
Anonymous | Disable by default. Gray: Enabled, Green: Disabled.
User Fill in the user name
Password User Password
Security Encryption policy. Select “none”, “basic256”, “basic128rsa15” or
strategy “basic256sha256”
Certificate OPC UA certificate, select file to upload
PrivateKey OPC UA encryption key, select file to upload
OK Confirm OPC UA setting
Cancel Cancel OPC UA setting

OPC UA Client configuration refer to: 5.5.6 View Data with UaExpert
OPC UA Client datapoints are retrieved by gateway and generated automatically. It's not necessary

to set it. The name of the data point is composed of the device name on the configuration software
and the variable name, and the Node id is composed of the device name on the configuration
software and the data point label of the device.

4.2.11 Cloud Platform

BL110 can be online in multiple cloud platform simultaneously.

4.2.11.1 MQTT Client

MQTT Client can be connected to cloud with certificate or without certificate.

MQTT Client data format only supports JSON data format of "KingPigeon", "thingsboard", and
"sparkplug b". MQTT data format can be customized. More JSON data format and customized JSON
data format will be supported in the future.

Connect to the ThingsBoard platform, select JSON data format of "thingsboard-telemetry-gateway".
ThingsBoard platform domain name is thingsboard.cloud.

Connect to a platform that supports Sparkplug B, such as the ignition, select the JSON data format of
"sparkplug b", click the button next to the data template item, configure the group ID and edge node
ID in the configuration box.

MQTT Client supports multiple publishing topics, click "Add" in the publishing topic item to fill in the
publishing topic, and you can view the publishing topic name in the drop-down box of the publishing
topic item. Select the release topic name and click "Delete" to delete the release topic to be deleted.
MQTT Client also supports the selection of different data points for each publishing topic to publish.
Put the mouse cursor in the right box, click the right button, a prompt box will pop up, click "Add", a
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data point box will pop up, click the data point to be published, Click "OK". Double-click a data point
to view the properties. As shown in the figure below: The publishing topic "topic" only publishes the
data point "DO1" of the "M140T" device of "COM1", and other data points are not published.

The "KingPigeon" JSON data format of MQTT Client and MQTT Client Il is the same as that of
KingPigeon MQTT. Refer to: 5.4.19 King Pigeon MQTT Data Format.
"thingsboard-telemetry-gateway" JSON data format, publish and subscribe topic format refer to the

thingsboard official website documentation.

"sparkplug b" JSON data format, publish and subscribe topic format refer to Sparkplug specification
Note: The data point box is blank by default, if no data point is selected, all data points are published.
If there are multiple publishing topics, only one publishing topic can be blank, and other topics must
select the published data points, and cannot be left blank.

BLiiot Beilai Industrial Gateway www BLiiot.com V1.1.3.8 = X
] D = R 3
}D 5 P8 L) ¥ & = W ® G
Search Clear Import Export Read Config. Write Config. Monitor Remote Lo 3  Help About
P P! g g 9 p
= 5,BL103Pro MQTT Client
= &acom E ) EnabF
©M140T Variable Type Port Device Variable Nam:
Collection Point cOM1 | M140T DOt
ZILAN 1P/Domain B
[ WAN Port 1883
Qa6 Client ID
= &veN User Nam
) OpenVPN Password
i Alarms x.500
[ Tasks CAFile

B Eataservices
€9 Pass Through
@ Modbus RTU=TC
@ Modbus TCP Seny
&) BACnet/IP
§OPC UA

& &Cloud

[ENGT Gl ]

@MQTT Client Il

Client Certificate File
Client Key File

Data Template
Subseribe Topic
Publish Topic
Upload Cycle(s)

Data Retransmission(_JI

I oK ICance|

@Al loT

MQTT Client Configuration

Item

Description

Enable

Green indicates MQTT Client One is enabled
Gray indicates MQTT Client One is not enabled.

IP/ Domain Name

Fill in IP/Domain name

Port Fill in server port(required), default is 1883
) Client Identifier of MQTT Connecting message.
Client ID o ] .
Server uses it to identify Client
User Name of MQTT Connecting message.
User Name . s L
Server uses it for ID verification and authorization
Password of MQTT Connecting message
Password . e o
Server uses it for ID verification and authorization
X.509 Green indicates certificate is enabled

(Enable Certificate)

Gray indicates certificate is not enabled
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Root Certificate Select file to upload (Need enable Certificate first)
Client Certificate File Select file to upload (Need enable Certificate first)
Client Key File Select file to upload (Need enable Certificate first)

Data template

Json data format selection, choose from "KingPigeon",

"thingsboard-telemetry-gateway", "sparkplug b", "yundee",
"dl". Default: KingPigeon. Some data templates have special
configuration, click the button next to it to configure, such as

the group ID and edge node ID of the "sparkplug b" template.

Topic of MQTT subscribing message. After subscribing server

Subscribe Topic ] )
can send message to client for controlling
Topic of MQTT publishing message. It's used for MQTT to
identify message channel of sending valid load data. Wildcard
Publish Topic can’t be included in publishing message topic name.

Click Add to add more public topics.
Click Delete to delete Public Topic

Uploading Cycle

Cycle time of MQTT data sending. Default is 30s

Data Re-transmission
(Enable data re-transmission)

Green indicates offline data will be transmitted once network
recovers; Gray indicates offline data will not be transmitted
once network resumes. Max 100,000 datapoints can be
re-transmitted. If more than that, the previous ones will be
deleted

Selection of published data

Default is blank, means all data uploaded. In the box on the
right, click the right mouse button, click "Add", the data point

points . _ _ _
box will pop up, click the data point, and click OK.
OK Confirm MQTT Client One setting
Cancel Cancel MQTT Client One setting

4.2.11.2 MQTT Client Il

MQTT Client Il Configuration is the same as MQTT Client
MQTT Client Il configuration refer to 4.2.11.1MQTT Client
MQTT Client Il subscribe topic will not be working. MQTT Client Two is used for view data but not

control data from cloud.
MQTT Client Il and MQTT Client“KingPigeon’JSON data format is the same as that of King Pigeon
MQTT. Refer to 5.4.19 King Pigeon MQTT Data Format
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4.2.11.3 Alibaba Cloud

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

Po PO @&

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

4

- X
& @ G
£ Help About

@

(TAW'G
B Even
) OpenVPN
ﬁ%Alarms
E\@Tasks
= @DataSewices
& Pass Through
& Modbus RTU=
@ Modbus TCP §
@BACnet/IP
§OPC UA
E- & Cloud
@MQTT Client
Q@MQTT Client Il

QHUAWE! loT
DAWS loT

@ ) Enable

Ali loT

I KingPigeon loT]

Authentication Mode
Region

1P

ProductKey

DeviceName

DeviceSecret |

CA File
Client Certificate File
Client Key File

Upload Cycle(s)

Variable Type Port Device Variable Name

Device Secret

China(Shanghai)

FEIEEL

30

Coner

@Advanced Settings

@ KingPigeon Modbus loT

Alibaba Cloud Configuration

Item Description
Green indicates Alibaba Cloud is enabled
Enable Gray indicates Alibaba Cloud is not enabled. Default is
disabled
L Default is key connection. Select the key or certificate
Authentication _ _
Mod according to your needs, and choose from "Device Secret"
ode
and "X.509".
Region Select Alibaba Cloud Region, default is China(Shanghai)
P The IP address of Alibaba Cloud Enterprise Edition, not
required for the public edition.
Set the same ProductKey as the one in Ali Cloud.
ProductKey . , , , . o
See below illustration (Device-Click DeviceSecret to view it)
) Set the same DeviceName as the one in Ali Cloud
DeviceName

See below illustration (Device-Click DeviceSecret to view it)

DeviceSecret

Set the same DeviceSecret as the one in Ali Cloud
See below illustration (Device-Click DeviceSecret to view it)

CAFile
Client certificate file

Select File Upload(Select Certificate Connection to fill in)

Select File Upload(Select Certificate Connection to fill in)

Client key file Select File Upload(Select Certificate Connection to fill in)

Uploading cycle Cycle time of data sending. Default is 30s

] ) Default is blank box with all datapoints to be uploaded
Publish Datapoint

) Right click the box and click Add to select datapoint for
Selection

uploading. Click OK to confirm it.
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OK Confirm Alibaba Cloud setting
Cancel Cancel Alibaba Cloud setting

Device Certificate

Device Certificate copy

Productkey

DeviceName

DeviceSecret

Certificate Installation Modes

~ Introduction 1o the unique-certificate-per-device and unigue-cernficate-per-product modes

Alibaba Cloud device model is under development. Thus datapoint must be added one by one.
MQTT flag must be the same as the one in configuration software. For example, collect datapoint
VW8 of PLCS7-200SMART. MQTT flag in configuration software is VW8. Then set datapoint as VW8
in cloud. Function name can be different from variable name in configuration software.

D T IoT Platiorm / Devices / Products / Product Details / Define Feature
Devices ..« Edit Draft
Product Name BLIO-EH ProductKey v Copy
Devices @ You are editing 2 draft. You need to cick Publih to apply the TSL modl,
Group: :
mport  TSLModel Version History v/
Jobs

Enteramodulenar Q|+ Default Module

Add Standard Feature [l [RNEER RTINS
R Default Module
ules v
Festure Name(el) 7 Identifer 1 Data Type Dats Defiition Actions
i v ~Add Module
Malntshance Value Range: 2147483648 ~ 214748
Properties vwe vwe Int32 e Edit | Delete
Resource Allocation
) Value Range: 2147483646 -~ 214748
Link Analytics (2 Properties W6 Wie Int22 o et | Delets
ik Vi v Valus Range: 2147483646 ~ 214748
Lk Visual e e e . s e
Documentation and Tools
Valus Range: 2147483646 ~ 214748
— - e . s pe -
Value Range: -2147483648 -~ 214748
Properties o wio In22 s cdit | Delete

Properties ar @ Edit | Delet
Properties as s Edit | Delet

&) Feedback
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:BLrioiBeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 — X
LDE 2L & QA e O B B @ d
| Search Clear Import Export Read Config. Write Config. Monitor Remote log 32 Help About
: Bl g48L110pr0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
EICoM! Q0.0 Q 0 boal Qo 0{M.000001) nene
Qe Q 01 bool a1 1(M.000002) none
oM Qo2 a 02 bool a2 2(M.000003) none
EICoM3 Q03 Q 03 bool Q3 3(M.000004) nene
EICOM4 Qo4 Q 04 baol Q4 4(M.000005} none
EHE@ILAN Q0.5 a 05 bool as 5(.000006) none
‘ Qo6 Q 06 bool as 6(M.000007) none
EIWAN Qo7 Q 07 bool a7 7(M.000008) none
g o W 0 uint16 vwo 0{1M.400001) 1
w2z vw 2 uint16 vwz 1(M.400002) 1
| B Even Vw4 v 4 uint16 Vw4 2(M.400003) 1
©OpenVPN Vw6 YW 5 uint16 VW6 3(M.400004) 1
Tig Alarms vas vw 8 uint16 vwa 4{M.400005) 1
‘ E‘gTasks
i [l & Dataservices
| @@ Pass Through
| @ Modbus RTU=TCP
% ©Modbus TCP Server
| @BACnet/IP
QOPCUA

| B &Cloud

Note: Currently Alibaba cloud device shadow is not supported. Data is written through online
debugging. Multiple data sending is not supported.

4.2.11.4 HUAWEI Cloud

HUAWEI Cloud can be connected with or without Certificate. It supports multiple service IDs. Click
Add to set Service ID. ID can be viewed from the drop-down list. Click Delete to delete service ID.
HUAWEI Cloud supports uploading certain datapoints of each Service ID. Right click the box and
click Add to enter datapoint dialog box. Select the datapoint to upload and click OK to confirm it.
Double click the datapoint to view its attributes.

Note: 1. Datapoint box is blank in default which means all datapoints will be uploaded. If there’re
multiple Service IDs, only one Service ID datapoint box can be blank. Datapoints for uploading must
be selected for other Service IDs.

2. HUAWEI Cloud device shadow function is not supported. Data is written through synchronization
command.
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BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 h .
DAL e @A ' ® B = 0 J
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3L Help About
(4G
EEIven | HUAWEI loT
@OpenveN
i arms Variable Type Port Device Variable Name
[BTasks Authentication Mode Device Secret
B Eataservices 1P/Domain
€ Pass Through Port 1883
@ Modbus RTUSTCP Device ID
) Modbus TCP Server Device Key
) BACnet/IP CAFile El
POPC UA Client Certificate File [=]
E-&Cloud Client Key File El
©MQTT Client S ID -
@ MQTT Client I Upload Cyclets) il
@Al loT Data Retransmission{_JI
DAWS loT

9 KingPigeon loT
9 KingPigeon Modbus loT
{S}Advanced Settings

HUAWEI Cloud Configuration
Item Description
Green indicates HUAWEI Cloud is enabled.
Gray indicates HUAWEI Cloud is disabled. Default is disabled

Authentication Default is key connection. Select the key or certificate according

Enable

mode to your needs, and choose from "Device Secret" and "X.509".
Select connecting to HUAWEI Cloud via MQTT to enter console.
Click Overview to get server IP address of device connection

" HUAWEI CLOUD

= T R = / Instance Details
=)
- Default [Easic] Default
P/ o | oD .
iy
Domain Name o | " .
[5=] Access Detalls
eiices % PRt
8| . - £ AccessT..  Access Protocol (Port) Access Address
g HITPS (349) o
Storage Management St
[ aPS (5671}
R IV 3 AMQPS (5 =
s Conr | CoAPS (5634) o
3 Device a..  HTTPS (8943) o
2 MQTT (1883)  MQTTS (8663) o

Default is 1883, fill in 1883 for connecting with Secret Key

Port
fill in 8883 for connecting with Certificate (Required)
Set the same ID as the one in HUAWEI Cloud(Device-Device ID)
% Huawe cLouD nsole o Beingd = T B e Ea
=y . Commands Device Shadow Message Trace €hild Devices Tags
Device |D ‘_:I e BLIOT & © offire @  froducr BLIOT
a - i BLIOI-UA (1 r 1T BT
J E—
(]

Device Key Set the same Device Secret Key as the one in HUAWEI Cloud
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when creating device in HUAWEI Cloud. If it’s forgot, it can be
reset in device authentication.
(Not necessary if connecting with certificate is selected)
CAFile Select File Upload(Select Certificate Connection to fill in)
Client Certificate | Select File Upload(Select Certificate Connection to fill in)
Client Key File | Select File Upload(Select Certificate Connection to fill in)
Set the same Service ID as the one in HUAWEI Cloud.
(10T Platform-Products-Add Service-Service ID)
Service ID - ; .
o = = - i
L Starage Management
@ | oron i n
® "
Multiple Service IDs are supported
Upload Cycle Cycle time of data uploading. Default is 30s
Green indicates offline data will be transmitted once network
Data recovers; Gray indicates offline data will not be transmitted once
Re-transmission | network resumes. Max 100000 datapoints can be re-transmitted.
If more than that, the previous ones will be deleted.
Datapoint Default is blank box with all datapoints to be uploaded
Uploading Right click the box and click Add to select datapoint for
Selection uploading. Click OK to confirm it.
OK Confirm HUAWEI Cloud setting
Cancel Cancel HUWEI Cloud setting

Set datapoint in HUAWEI Cloud as below picture. If there’re multiple service IDs in configuration
software and each service ID has different datapoints, configure the same service ID in HUAWEI
Cloud. Put MQTT flag as attribute name. For example, collect datapoint Q0 of PLC
S7-200SMART, put configuration software MQTT flag QO as attribute name.
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16TDA instances

Service List ®c
Documentation 2P SeVICE S7_2005MART|  Service Ty Modify Sarvice:

AP1 Explorer s =
Acd Property atch D
1aT Devica ing Lkl :
| _Property Name, Data Type Integer - don Operation
475 | : '
P

Qo . Copy | Edt | Deiste
Py ~ i = [
I . Copy | Edit | Defete
57 200SMART =
]| e e — 2147483847 2147483647 Copy | Edit Delete
@ Copy | Edt Deleta
L0 Copy | Edit  Delste
Qs Copy | Edt | Deiete
@ Copy | Edit | Delets
a Copy | Edit | Delete
wo Copy | Edit | Deet
Lo | Edit | Delete
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Search Clear Import Export Read Config. Write Config. Monitor Remote Log

X Help About

B & B8L110p0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
EcoM |00 a 0 bool oo {M.000001) none |
Qo.1 a 0 bool o1 (M.000002) none
leoM: qo.2 a 02 bool 02 b(M.000003) none
EICom3 Qo3 a 03 bool E! {M.000004) none
EEIcoM4 Q04 a 04 kool 04 11(.000005) none
EH&@LAN Qo.s a 05 bool las b(M.000006) none
Qo6 a 06 bool las b5(M.000007) none
| GwAN Qo7 a 07 bool a7 i7(M.000008) none
ag vwo ww 0 uint16 vwo (M.400001) 1
vz ww 2 uint16 w2 (M.400002) 1
EHEven Vw4 ww 4 uint16 Vw4 (M.400003) 1
© OpenvPN VWE W 5 uint16 VW (M.400004) 1
Tig Alarms vws ww s uint16 vwe 4(M.400005) 1
Ee'Tasks
B &DataServices
€9 Pass Through

@ Modbus RTUSTCP
€ Modbus TCP Server
@BAChet/IP
§OPC UA

[E &3 Cloud

4.2.11.5 AWS (Amazon Web Service)

Note: 1. Datapoint box is blank in default which means all datapoints will be published. If multiple
topics are published, only one topic datapoint box can be blank. For other topics, datapoints for
publishing must be selected.

2.AWS Cloud data writing function is not supported
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PopPLPsL @& M

-0
e B ® G

N

®

X

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About
WG Variable Name Address Type Address___ Value Unit___ Data type Varibale Key Map Address Ratio
AWS loT
EEwen | ) Enable
@ OpenVPN 1 Variable Type Port Device Varisble Name
ﬁ‘éAlafms
@Tasks
(= @DataSewi(es [F/Homain
@@ Pass Through Foe i
©Modbus RTU=T] Thing
©Modbus TCP Se sl
SBAChet/IP Shl =]
QoPC UA Client Certificate File =
B & Cloud Client Key File =
QMQTT Client Bubdert ot
QMQTT Client I bl el
@Al loT
@HUAWEI loT
| | | ok ]| cancel]
@ KingPigeon loT
@ KingPigeon Modbus loT
@Advanced Settings
AWS Configuration
Item Description

Enable

Green indicates AWS is enabled.
Gray indicates AWS is disabled. Default is disabled

P/
Domain Name

Fill in the terminal node, enter the console, and click "Things"

"Interact".

AWS loT x AWS laT Things BL101

Monitor
Activity
» Onboard

¥ Manage

This thing already appears to be connected,

Types

Thing groups HTTPS
Billing groups

Jobs Updats your Thing Shadow using this Rest API Endpaint. Learn more

Jab templates

Tunnets

P Fleet Hub

» Greengrass

Use topics to enable applications and things to get, update, or delete the state information for a

» Secure Thing (Thing Shadow) Learn more

Actions ~

Connect a device

Port

8883 (Required)

Things

Set Iltem ARN

AWS loT X

AWS loT Things BL101

Monitor
Activity

» Onboard

¥ Manage

1gs Thing ARN
Types

Thing groups

A thing Amazon Resource Name uniquely identifies this thing.

Billing groups
Billing Groups

Jobs

Shadows

Job templates
7 Type

Tunnels Interact

Client ID

Fill in AWS Account ID

Page 59 of 147

Shenzhen Beilai Technology Co., Ltd



N
BL/IIOT  Modbus, PLC, BACnet, MQTT, OPC UA loT Gateway ---BL110

MAKE IIOT EASIER

1| B 4

AWS loT i os My Account
My Organization
Menitor

Activity My Service Quotas

» Onboard My Billing Dashboard
My Security Credentials
¥ Manage

Things I Details Thing ARN Sign Out

Types
A thing Amazon Resource Name uniquely identifies this thing.

Thing groups
Thing groups

CAFile Select File Upload
Client certificate file | Select File Upload

Client key file Select File Upload

Topic created when creating a rule, topic name used by MQTT
to publish messages, click "Add" to fill in the published topic
name. Click Add to create more Publish Topics. Select Publish

Topic and click Delete to delete it.

aws, Services [ L S e e e e E3 c
Publish Topic > Bestius
BL
> Secure
s

| overview Description

Mo description

Rule query statement

Using SQL version 2016-03-23

Uploading cycle Cycle time of data uploading. Default is 30s

Default is blank box with all datapoints to be published

Datapoint Publishing ] ) ) ]
) Right click the box and click Add to select datapoint for
Selection o ] o
publishing. Click OK to confirm it..
OK Confirm AWS setting
Cancel Cancel AWS setting

4.2.11.6 King Pigeon Cloud via MQTT

King Pigeon MQTT Data Format refer to: King Pigeon MQTT Data Format
Configure it as below:
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P apP 2 b 4

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

- 0 X

B ® d
137 Help About

(w46
1 =ven

m
g
8
=
@

KingPigeon loT

@ OpenVPN
ﬁA\arms
[;‘_('E.Tasks
[ & pataservices
& Pass Through
@ Modbus RTUSTCP
@ Madbus TCP Serve:
@ BACnet/IP
QOPC UA
E &S Cloud
@MQTT Client

Subscribe Topic

1883.dtuip.com

1883

Publish Topic |

Upload Cycle(s)

Data Retransmission(_JI

Variable Type Port Device

Variable Name

@MQTT Client Il
@Al 10T
@ HUAWEI loT
QAWS T
[@marigem ]
@ KingPigeon Modbus loT
{§}Advanced Settings

i

King Pigeon Cloud via MQTT Configuration

Item Description
Enable Green indicates King Pigeon cloud via MQTT is enabled
Gray indicates King Pigeon cloud via MQTT is disabled
IP/Domain Name 1883.dtuip.com
Port 1883(Required)

Fill in device serial number issued by BLIIoT

Client ID (Contact BLIIOT sales to get the serial number if required
to connect to King Pigeon cloud)
User Name MQTT
Password MQTTPW
Subscribe Topic King Pigeon Device Serial Number/+
Publish Topic King Pigeon Device Serial Number

Uploading Cycle Cycle time of data uploading. Default is 30s

Green indicates offline data will be transmitted once
network recovers; Gray indicates offline data will not be
Data Retransmission transmitted once network resumes. Max 100, 000
datapoints can be retransmitted. If more than that, the

previous ones will be deleted

o . Default is blank box with all datapoints to be published
Publishing Datapoint ) ] ) .
Right click the box and click Add to select datapoint for

Selection o . o
publishing. Click OK to confirm it.
OK Confirm King Pigeon Cloud via MQTT setting
Cancel Cancel King Pigeon Cloud via MQTT setting

Configure datapoint with below procedure. First add datatpoint and then configure datapoint mark. It
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must be the same as MQTT flag in configuration software. For example, collect datapoint Q1 of PLC
S7-200SMART, in configuration software MQTT flag is Q1, then set Q1 as read-write mark in King
Pigeon cloud.

=

o Device default group (|

- =
Device BL10x ==

== e

e Link ! MQTT ] @

o

3 Dropping Custom 60 @

=

"
H
z
|
\

Qo Swilch type (operable unit o 3 Doleto |
Qa1 Switch type (operable unit o B |
az Switcn type (operable o a = |
Qs Switcn type (operable o B [oee=]
Q4 Switcn type (operable o B | |
as Switch type (operable o a [ = |
as Switch type (operable o 3 |
ar Switch type (operable o '3 Delete |
vwo Numerical Type 0 (decimal places) 4~ o B | =
w2 merical Type 0 (decimal | places) o g | o=
vwwa Numgcal Type 0 (decimal places) o 3 Dalete ] =

@
=
Q
4
-
¥ S

- ©

}immw ] Reagwife Q1 Readwiie G2 Readwrie 03 |

Page 62 of 147 Shenzhen Beilai Technology Co., Ltd V1.1



N
BL/IIOT  Modbus, PLC, BACnet, MQTT, OPC UA loT Gateway ---BL110

MAKE IIOT EASIER

BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.9

P2 & P & & : © O B ® @ a

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 37 Help About
B ghBL110P0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
EICOMI Q0.0 Q 0 bool Qo (M.000001) none
laoa Q 0.1 bool o1 (M.000002) none |
EICcOoM2
Qo2 a 0.2 bool oz b(14.000003) none
3
G COM3 Qo3 Q 03 bool (o] (14.000004) none
EACoM4 Qo4 (o] 04 bool ol bi(11.000005) none
= EILAN Qo5 Q 05 bool o5 5(1.000006) none
Qo6 a 0.6 bool 06 65(14.000007) none
EWAN Qo7 Q 07 bool oy 7(14.000008) none
(R“}»G vwo vw o uint16 VWo (M.400001) 1
vwz ww 2 Uint16 Vw2 (M.400002) 1
=Eiven
=== Vw4 v 4 uint16 w4 D(14.400003) 1
0penVPN VW6 v & uint16 wa (IM.400004) 1
f‘{,A\as'ms vwe vw 8 uint16 \Vwe (M .400005) 1
EéTasks
& DataServices
& Pass Through

@ Modbus RTUSTCP
@ Modbus TCP Server
@ BACnet/IP
§OPCUA

B & Cloud

4.2.11.7 King Pigeon Cloud via Modbus

Both King Pigeon Cloud and custom Modbus cloud can be connected via Modbus RTU protocol.
BL110 supports function code 01, 05 of Boolean data and function codes 03, 06 of numerical data.
16-bit byte sequence is AB and 32-bit byte sequence is ABCD.

BLiiot BeiLai Indlustrial Gateway www.BLiiot.com V1.1.3.8 = X
B aa B 1 i
D58 9 & @& B ® B W@ @ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log . Help About
ag
= veN KingPigeon Modbus loT
@ OpenVPN ﬁ ) Enablel
1% Alarms Nar) I status Port Device Name Status
= N com1  Mmi40T
FoTasks e o b et it ul phat T L] L]
. Time ) LAN 5475 ®
- Eataservices IP/Domain modbus.dtuip.com
Model ®
@ Pass Through T Port 6651 ®
@ Moadbus RTUSTCP 4G Module Modbus Station 1 ®
@ Madbus TCP Server IMEI Login Message | ®
@BACet/IP signal Stren Eogis ACKC Massage ®
@OPCUA Sperier Heartbeat Message Q
SIM ICCID
[ & Cloud Heartbeat ACK Message A
) SIM Status
MQTT Client Heartbeat Interval(s) 50
@MQTT Client Il
@aiier mE
QHUAWEI loT Refresh
QAWS 0T
@ KingPigeon loT
{§}Advanced Settings
King Pigeon Cloud via Modbus
Item Description

Enabi Green indicates King Pigeon Cloud via Modbus is enabled
nable
Gray indicates King Pigeon Cloud via Modbus is disabled

IP/Domain Name modbus.dtuip.com
Port 6651 (Required)
Modbus Station Set Modbus communication address of this Gateway device
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] Input device serial number issued by King Pigeon
Login Message .
(Contact BLIIoT sales to get the serial number)

) Server acknowledges login messages (Not necessary for
Login ACK Message ] _
King Pigeon Cloud)

Heartbeat Message Q (Heartbeat message to keep connection)

Heartbeat ACK Message | A (Server acknowledges heartbeat messages)

Heartbeat Interval Cycle time of sending Heartbeat messages, default is 60s
OK Confirm King Pigeon Cloud via Modbus setting
Cancel Cancel King Pigeon Cloud via Modbus setting

Configure datapoint in King Pigeon Cloud as below picture. First create datapoint, then configure
Modbus ID, function code, address, data format, byte sequence and data collection cycle. Modbus
address in King Pigeon cloud and configuration software is deviated by 1. For example, datapoint Q0
of PLC S7-200SMART in configuration software is 8, then put 9 in cloud. Sensor names in cloud can
be different from those in configuration software

rped. mMonitoring Center

L3N CRCRCN BRI W)

TERTYRE T T ™

@1 Switch type (operabie unit o

az Switch type (operable 1 o

Qa3 Switeh type (operable

@a pe (operabis

PR RERE

v
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DS 22 i i ® O B ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log £ Help About
= EI]BU 10Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
EBON |aoo Q 0 bool a0 owv.000007) none |
Qo1 a 01 bool 1 1|m.c00002) none
fguh Qo2 a 0.2 bool a2 2|M.000003) none
EEICEMS Q03 a 03 bool 03 3|M.000004) none
Eacom4 Q0.4 Q 0.4 bool Q4 alM.000005) none
EHEILAN aos a 05 bool s 5|v.000008) none
: Q0.6 a 06 bool a6 6{M.000007) A
EwaN Qo7 a 07 bool rd 7|M.000008) none
s Vo W 0 uint16 vwio o|M.400001) 1
vwz vw 2 uint16 w2 1|m.400002) 1
B &ven Vi vw 4 uint16 vwa 2|M.400003) 1
D OpenVPN VWG W 6 uint16 VW6 2|M.400004) 1
TigAlarms Vs W 8 uint16 g | 4n.400005) 1
EéTasks
=] @DalaSewices
& Pass Through

@ Madbus RTUSTCP
€ Modbus TCP Server
§BAChet/IP
©OPC UA

B &Cloud

5 BL110 Gateway Application Example

5.1 Add Modbus Device

Connect |0 Module M140 to BL110 COM2 port and connect 4G RTU S475 to BL110 LAN port.
M140T DI DO data is collected from COM2 via Modbus RTU protocol. S475 device data is collected
from LAN port via Modbus TCP protocol. Connect BL110 WAN port to industrial router R40 LAN port.
Router R40 provides network to BL110 Gateway.
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5.1.1 Connect M140T & S475 to BL110

Remote I/0O Module

€€ Rl FEXY

Industrial Router

RTU

Network Switch N81 is connected to BL110 LAN port. S475 is connected to Switch N81. S475 device
data is collected through LAN via Modbus TCP. M140T data is collected through COM2 via Modbus
RTU protocol. Collected data will be sent to various clouds via 4G router R40 with its routing function.
Note: Both WAN and LAN can collect device data. The configuration procedure is the same. This
example is introduction to LAN port configuration.

5.1.2 COM Port Configuration

All 4 COM ports configuration procedure are the same. COM1 is RS232. COM2, COM3 and COM4
are RS485. Below example is connecting 10 Module M140T to COM2 via RS485

5.1.2.1 COM2 Configuration

COM2 collect M140T data via Modbus RTU. Below is the configuration.
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P28 9 & @& . @ O B wm @ a

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About

=] EI'&BU 03Pro Variable Name Address Type Address Value Unit Data type. Varibale Key Map Address Ratio

(ZILAN
= WAN Serial Port Settings

“A”th Mode Selection Collection

= EveN
@ OpenVPN Device Brand Modbus

~Protocol Settings

Tig Alarms Device Model MODBUS RTU | 5]
[ Tasks il
B &S ataservices ~Serial Port Settings
& Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
@ BACnet/IP
QOPC UA
EF&Cloud
@MQTT Client
@MQTT Client Il
@Al loT
@HUAWEI loT

Baud 9600 L Data Bits 8

Stop Bit 1 v Parity Bit  None

(1) Double click “COM2” to enter configuration window

(2) Mode Selection: Collection

(3) Device Brand: Modbus; Device Model: Modbus RTU The polling interval and timeout are set by
default and set according to requirements.

(4) Baud rate, Stop bit, Data Bit and Parity Bit will be set the same as that in M140T RS485 port

(5) Click OK to confirm

Note: Click Write Configuration. Gateway will restart automatically. COM configuration will be valid

after device restarting

5.1.2.2 Add COM Port Device M140T

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X

P2 &6 9 o @& d © © m @ d

Search Clear Import Export Read Config. Write Config. Monitor Remote Log $3Z  Help About

=] A’I}BU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

Bllezcom]

{ZILAN
(I WAN
w46 Devies Name 1407
EHEveN Device Properties
@ OpenVPN
ﬁ'ﬁ,A\arms
EéTask;
[} & Dataservices
@ Pass Through
@ Modbus RTU=TCP
@Modbus TCP Server
@ BACnet/IP
OPC UA
& Cloud
@MQTT Client
@MQTT Client Il
@Al loT

Device Information

Slave ID 1
16-bit Data Type AB
32-bit Data Type ABCD

Write Function Code 15/16

(1) Click COM2, right click the mouse and click Add to enter configuration box
(2) Set device name, for example, set M140T as device name
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(3) Input device modbus adress, for example, if M140T Modbus ID is 1, put 1

(4) Select Type of data to be collected. The example is to collect the DI and DO of the M140T, both
of which are Boolean type, not numeric type register, select as default.

(5) Write function code: As default, M140T supports writing multiple registers.

(6) Click OK to confirm adding M140T

(7) Click COM1 to view the added device M140T. If more devices to be added, perform the same
procedures as above Step (1)-(6)

Note: Click Write Configuration. Gateway BL110 will restart automatically. After restarting, M140T is
added successfully.

5.1.2.3 Add COM Port Device M140T Datapoint

BLiiot Beilai Industrial Gateway www BLiiot.com V1.1.3.8 - O X
i AT ~ T
D48 28 @4 ¥ ® ©® B m @ q
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About
Bl sh8L103Pr0 [ Variable Name " Address Type Addressis] i Nahic Unit  Datatype Varibale Key MapAddress | Ratio |
B @IcoMT po1 01 Coil Status(0x) [ bool DO1 0(1M.000001) none ]
po2 01 Coll Status(0x) 1 bool Do2 1(M000002)  none
Do3 = - 2(M000003)  none
(ZILAN = Variable Properties S
(EWAN DOS 4(M.000005)
() =
A DOs oiabld N o1 Veribole Ky Do 3(u00dons)  |nene
EHEven DO7 = 6(M000007)  none
— o OCT/DEC/HEX Decimal R0
4 DIN1 AddressType 01 Coil Status(0x) ~ ~ Address 0 8(M.000008)
T Alarms
BaTasks I Data type bool . Add Number 1 S0L000010) e
© DIN 10(M.0000TT)  none
=] @Datasﬂvices DINA Read/Write Read,/Write 7 Ratio 11(M.000012)
@ Pass Through DINS Map Address 0 Variable Unit 12(M.000013)
@ Modbus RTUSTCP DING 13(M.0D00T4)  none
©Modbus TCP Server DR 14(M.000015)  none
@ BAChet/IP P = 15(1.000016)
@OPC UA
B &Cloud
@MQTT Client
@MAQTT Client Il
@Al laT

(1) Click M140T, move mouse cursor to the right box, right click mouse to enter datapoint
configuration window

(2) Variable name: Set datapoint name, for example, DO1

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated, for example, the
MQTT identifier of the DO1 data point is filled in as DO1.

(4) Select the acquisition address and choose data format according to the requirements,
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. The collected Modbus protocol
address is input in decimal, so the example selects decimal.

(5) Address type: Select according to the function codes supported by the collected data points. For
example, the DO of the collected M140T supports the "01" function code, so select "01 Coil
Status”, and DI supports the "02" function code, so select "02 Input Status”

(6) Address: the register address of the data point, such as: data point DO1 is "0" register address in
the M140T, so fill in "0".

(7) Data type: Select according to the data point, such as: DI and DO of M140T are both coil types,
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so select "bool".

(8) Add Number: If it is collecting continuous addresses, the same function code can be collected
multiple times.

(9) Read/Write: Automatic identifying read-write type according to Address Type

(10)Map address: fill in the address where the collected data points are stored to the BL110 gateway
device, which can be filled in at will. Mapped addresses cannot be duplicated. Range: 0-2000.
For example, the data collected from DO1 is stored in the “0” register address of the BL110
gateway. The outside of the mapping address on the configuration software represents the
Modbus address, and M.XXX represents the PLC Modbus address.

(11)Variable Unit: Input any required unit

(12)Click OK to confirm

Note: After clicking OK to confirm the configuration, datapoints will appear in the box lik above picture.

If more datapoints to be added, right click the box and click Add to enter datapoint configuration box,

repeat Step (2)-(12)

Note: Click Write Configuration. Gateway will restart automatically. After restarting, M140T datapoints
are added successfully

5.1.3 Ethernet Port Configuration

Both WAN and LAN can collect device data. The configuration procedure is the same.

5.1.3.1 LAN Port Configuration

Below is the example of configuring LAN port to connect S475.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X

Search Clear Import Export Read Config. Write Config. Monitor Remote Log $37  Help About

B hBL103Pro | Varabletams T s vt | Ui | Bastyee | Nasibale Ky | raspaddies: | Rasio
[E-E:mcomi
@M140T
fiEun]
[ WAN
4G
B [=veN
€ OpenVPN
ﬁ‘émarms
[FSTasks
= @DataSewices
@ Pass Through

Ethernet Settings

pHeP@ll T Routing Enabled( JB
1P Address 192.168.3.1

Subnet Mask 255.255.255.0

MAC Address 08:00:27:30;16:ac

@ Modbus RTU=TCP
& Modbus TCP Server

covs

@ BAChet/IP

QOPC UA
E-&Cloud

§MQTT Client

@MQTT Client Il

DAl laT

(1) Double click LAN to enter configuration box
(2) DHCP: enable auto IP distribution. Default is disabled. For examples, S475 has been set to auto
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retrieving IP, then LAN port must enable DHCP.

(3) Routing: Enable network rounting function. Default is disabled. For example, S475 data will be
collected without network requirement, then disable routing function

(4) IP Address: defaut is 192.168.3.1, the IP addresses assigned to LAN port devices must be within
the range. It can be changed according to requirement. For example, S475 is set to auto
retrieving IP and the range is not limited,thus it's not necessary to change it.

(5) Subnet mask, the subnet mask of the LAN port gateway.

(6) MAC Addres: Input LAN port MAC address

(7) Click OK to confirm it

Note: Click Write Configuration and Gateway will restart. Turn off the power of Gateway and restart it.

After that LAN port configuration is done successfully

Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If device IP address

is not within the range, data can’t be collected. Thus it's necessary to change LAN port IP address

according to requirement. IP Address change will not be effective until gateway is powered off and

powered on again

5.1.3.2 Add LAN Port Device S475

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 — O X
P2 & L e A 4 ©® B ®m ® d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 7 Help About
B 55BL103Pro Variable Name Slave ID Address Type Address  Value Unit  Datatype Varibale Key Map Address  Ratio
E-EBcomi
QM140T Device Information
B (@ LAN] Device Name 5475
I:I Device IP 192.168.2.125
[@WAN Device Port 502
846 Device Brand Modbus
B E=IveN Device Model MODBUS_TCP “1=]
0 OpenVPN S
ﬁ%A\arms
[BTasks 16-bit Data Type AB
[ E&pataservices 32-bit Data Type ABCD
&) Pass Through Write Function Code 15/16
@ Modbus RTUSTCP
@ Modbus TCP Server
§BAChet/IP
QOPC UA
B &Cloud
@MQTT Client
@MQTT Client Il

(1) Click LAN and right click mouse to enter device configuration box

(2) Device Name: input the name of device to be added, such as S475

(3) Device IP: input S475 IP address. For example, S475 is set to auto retrieving IP. Open S475
configuration software and view its IP(192.168.3.125). Thus input S475 IP 192.168.3.125.

Note: if LAN port IP is changed and LAN port device auto retrieves IP, please click Write
Configuration, power off gateway and power it on again. Then IP change can be viewed

(4) Device Port: input LAN port device port. For example, S475 Modbus TCP port is 502. Thus put
502

(5) Device Brand: Modbus; Device Model: Modbus TCP
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(BL110 collects S475 through LAN port through Modbus TCP protocol)

(6) The polling interval and timeout in the button can be defaulted and filled in according to
requirements.

(7) Select Data Type. For example, S475 power source and temperature & humidity data is 16-bit AB
type, 32-bit data is not collected. Thus select 16-bit AB type and keep 32-bit data type with default
setting

(8) Write function code: choose 15/16, and choose according to the function code supported by the
device.

(9) Click OK to confirm the setting

Note: S475 device icon will appear after confirming the configuration. If more devices to be added,

perform the same procedure as Step (1)-(9)

Note: Click Write Configuration and gateway will restart automatically. After restarting, device S475 is

added successfully

5.1.3.3 Add LAN Port Device S475 Datapoint
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(1) Click S475, move mouse cursor to the right box, right click the mouse and click Add to enter
datapoint configuration box

(2) Variable Name: Set the name of datapoint, for example, temp

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated. For example, the
MQTT identifier of the temperature data point is filled in as temp.

(4) Select the acquisition address and choose data format according to the requirements.
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. The collected Modbus protocol
address is input in decimal, so the example selects decimal.

(5) Slave ID: The Modbus ID of the S475 device is "1", so fill in "1".

(6) Address Type: S475 temperature supports function code 04, thus select 04 input register
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(7) Address: 24 (Datapoint temperature register address in S475 is 24)

(8) Data Type: S475 temperature is 16-bit signed numeric data, thus select int16

(9) Add Number: If consecutive addresses to be collected, the same function code can collect it
simultaneously.

(

(
(12)Map Address: For example, S475 temperature data is saved in register address 8 of BL110).

10) Read/Write: Automatic ldentifying it according to Address Type
11

)Ratio: Set the ratio to be multiplied or minified for uploading to cloud

Modbus mapping address can be any from 0 to 2000 and it can’t be repeated
(13) Variable unit: fill in according to requirements, or not fill in.
(14)Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (2)-(14)
Note: Click Write Configuration. Gateway will restart automatically. After device restarting, S475
datapoint is added successfully.

5.1.4 Uploading Data to Various Clouds

BL110 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.5 Configuration of Uploading Data to Various Clouds

5.2 Collecting PLC Data
5.2.1 Configuring Collecting Siemens PLC Data

5.2.1.1 Add Siemens PLC to COM Port

S7-200 COM is RS485. Below is example of adding Siemens PLC S7-200 to COM2. Connect
S7-200 RS485 to DB9 signal pin 3 & 8. PIN 3 connects to COM2 RS485 A and PIN 8 connects to
COM2 RS485 B
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5.2.1.1.1 COM Port Configuration
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Protocol Settings
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|
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%’)46
| [SRm Serial Port Settings
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TigAlams Stop Bit 1 «|  PartyBit| Even
| EéTasks
: B @DalaSewi[es
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) Modbus RTU=TCP
2 Modbus TCP Server
& BAChet/IP
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(1) Double click COM2 to enter COM attribute configuration box.

(2) Select data collection Mode

(3) Select Siemens as Device Brand and select S7-200 as Device Model The polling interval and
timeout are set according to requirements.

(4) Follow Siemens RS485 port parameters to set the same baud rate 9600, stop bit 1, data bit 8 and
parity bit Even

(5) Click OK to confirm it.

Note: Click Write Configuration. COM port configuration will be effective after gateway restart
automatically.
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5.2.1.1.2 Add COM Port Device S7-200

BLiiotBeiLai Industrial Gateway www.BLiiot.com V1.1.3.9
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Device Information
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(1) Click COM2, right click it and click Add to enter device configuration box

(2) Set Device Name at random like S7-200

(3) Device address: S7-200 serial port address, fill in as required, the address should be consistent

with the S7-200 setting, otherwise the communication will fail
(4) Click OK to confirm adding S7-200

Note: After confirming configuration, S7-200 device icon will appear below COM2. To add more

devices, follow the same steps (1)-(4)

Note: Click Write Configuration. Gateway will restart automatically and adding PLC S7-200 is

effective

5.2.1.1.3 Add COM Port Device S7-200 Datapoint

Below is part of S7-200 register V & VW data configuration
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(1)Click S7-200, move mouse cursor to the right box, right click the mouse and click Add to enter
datapoint configuration box
(2)Variable Name: Set the name of datapoint to be collected, for example, VW10
(3)Variable key, which can be filled in arbitrarily. The identifier cannot be repeated.For example:
VW10
(4)Select the collection address according to the requirements and data format filled in the input
gateway. OCT/DEC/HEX are octal/decimal/hexadecimal respectively. Siemens | and Q data points
are octal, but only decimal can be used because of decimals.
5)Address Type: select address type according to PLC register. Here VW10 address type is VW
6)Address: Register address of datapoint. Here VWO address is 10
7)Data Type: select data type according to PLC register type

(
(
(
(8)Add Number: If addresses are consecutive, the same register will collect multiple addresses.
(9)Read/Write: select from Read only and Read & Write.
(10)Ratio: set the ratio to be multiplied or minified for uploading to cloud
(11)Map Address: Set address where datapoint will be saved in BL110.

Modbus mapping address can be any from 0 to 2000 and it can’t be repeated

For example, set 18 as VW10 mapping address
(12)Variable unit: fill in according to requirements, or not fill in.
(13)Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (2)-(13)
Note: Click Write Configuration. Gateway will restart automatically and S7-200 datapoint is added

successfully.
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5.2.1.2 Adding Siemens PLC via Ethernet Port

Siemens PLC data can be collected through WAN, LAN and cascaded switch.

5.2.1.2.1 LAN Port Configuration

Below is example of connecting Siemens PLC S7-200SMART to BL110 LAN port. LAN port
configuration is as below:
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(1) Double click LAN to enter configuration box

(2) DHCP: enable auto IP distribution. Default is disabled.

(3) Routing: Enable network routing function. Default is disabled. For example, PLC S7-200SMART
does not need network. Thus it's necessary to enable it.

(4) IP Address: defaut is 192.168.3.1, the IP addresses assigned to LAN port devices must be within
the range. WAN and LAN IP address can’t be the same. For example, S7-200SMART IP is fixed,
then change IP address of gateway.

(5) Subnet mask: Subnet mask of the LAN port gateway.

(6) MAC Addres: Input LAN port MAC address

(7) Click OK to confirm it

Note: Click Write Configuration and Gateway will restart. Turn off the power of Gateway and restart it.
After that LAN port configuration is done successfully

Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If device IP address
is not within the range, data can’t be collected. Thus it's necessary to change LAN port IP address
according to requirement. IP Address change will not be effective until gateway is power off and
powered on again
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5.2.1.2.2 Add LAN Port Siemens PLC S7-200SMART

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 — X

D e 289 i . © © B = ® d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log B Help About

= E:]BU 10Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio

EDCOM1

E-EcoM2 Device Information
€)S7-200

EICOM3

EHCoM4

BEwN

Device Name 5§7-200SMART
Device IP 192.168.1.65
Device Port 102
Device Brand Siemens
Device Model 7 200SMART E -/
CRIWAN
)46
- EzveN
@ OpenVPN
ﬁ%Alarms
@Tasks
=] @DataSeNi(es 7
@ Pass Thraugh
@ Modbus RTUSTCP
@ Modbus TCP Server
GIBAChet/IP
©OPC UA

~Device Properti

(1) Click LAN and right click mouse and click Add to enter device configuration box

(2) Device Name: set device name, for example, set S7-200SMART as device name.

(3) Device IP: input PLC IP address. For example, PLC S7-200SMART IP is 192.168.3.16, thus put

192.168.3.16 here. This is PLC IP address. PLC IP address and LAN Port IP address must be in the

same range.

(4) Device Port: input LAN port device port. Default port of S7-200SMART is 102. Thus put 102.

(5)Device Brand: Select Siemens as Device Brand and select S7-200SMART as device model The

polling interval and timeout are set according to requirements.

(6)Click OK to confirm adding PLC S7-200SMART

Note: S7-200SMART device icon will appear after confirming the configuration. If more devices to be
added, perform the same procedure as Step (1)-(6)

Note: Click Write Configuration and gateway will restart automatically. After restarting, PLC
S7-200SMART is added successfully

5.2.1.2.3 Add LAN Port PLC S7-200SMART Datapoint

Below is part of S7-200SMART register Q & VW data configuration
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(1) Click S7-200SMART, move mouse cursor to the right box, right click the mouse and click Add to
enter datapoint configuration box

(2) Variable Name: Set the name of datapoint, for example, VWO

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated.For example:
VWO

(4) Select the collection address according to the requirements and data format filled in the input
gateway. OCT/DEC/HEX are octal/decimal/hexadecimal respectively. Siemens | and Q data points
are octal, but only decimal can be used because of decimals.

5) Address Type: select address type according to PLC register. Here VWO address type is VW
6) Address: Register address of datapoint. Here VWO address is 0

7) Data Type: select data type according to PLC register type

(
(
(
(8) Add Number: If addresses are consecutive, the same register will collect multiple addresses.
(9) Read/Write: select from Read only and Read & Write.
(10) Ratio: Set the ratio to be multiplied or minified for uploading to cloud
(11) Map Address: Set address where datapoint will be saved in BL110.

Modbus mapping address can be any from 0 to 2000 and it can’t be repeated

For example, set 8 as VWO mapping address
(12) Variable unit: fill in according to requirements, or not fill in.
(13) Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (2)-(13)
Note: Click Write Configuration. Gateway will restart automatically and S7-200SMART datapoint is

added successfully.
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5.2.1.3 Uploading Data to Various Clouds

BL110 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.5 Configuration of Uploading Data to Various Clouds

5.2.2 Configuring Collecting Mitsubishi PLC Data

5.2.2.1 Add Mitsubishi PLC to COM Port

FX3U has RS422 port. Connects Mitsubishi PLC FX3U with RS422 to RS232 converting cable to
COM1. Configure it as below procedure.

5.2.2.1.1 COM1 Configuration

Connect FX3U with RS422 to RS232 converting cable to COM1. Configure it as below
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(1) Double click COM1 to enter COM attribute configuration box.
(2) Select data collection Mode: Collection

Baud 9600 2 Data Bits 8

Stop Bit 1 L Parity Bit None

(3) Select Mitsubishi as Device Brand and select FX3U as Device Model The polling interval and
timeout are set according to requirements.

(4) Follow PLC FX3U RS422 port parameters to set the same baud rate 9600, stop bit 1, data bit 7
and parity bit Even

(5) Click OK to confirm it.

Note: Click Write Configuration. COM port configuration will be effective after gateway restart
automatically.
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5.2.2.1.2 Add Mitsubishi PLC FX3U to COM Port

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.9
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(1) Click COM1, right click it and click Add to enter device configuration box
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(2) Set Device Name at random like FX3U
(3) Click OK to confirm adding FX3U PLC.

Note: After confirming configuration, FX3U device icon will appear below COM1. To add more

devices, follow the same steps (1)-(3)
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Note: Click Write Configuration. Gateway will restart automatically and adding PLC FX3U is effective

5.2.2.1.3 Add COM Port Mitsubishi PLC FX3U Datapoint

Below is example of collecting PLC FX3U datapoints YO-Y7 & DO-7
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(1) Click FX3U, move mouse cursor to the right box, right click mouse and click Add to enter
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datapoint configuration window

(2) Variable Name: Set datapoint name, for example, YO

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated.For example: YO

(4) Select the collection address according to the requirements and data format filled in the input

gateway. OCT/DEC/HEX are octal/decimal/hexadecimal respectively. The X and Y data points of

FX3U are octal, so choose octal

(5) Address Type: Select the address type of Mitsubishi PLC register. Select Y for collecting YO
datapoint

(6) Address: Input datapint register address, for example, YO register address in FX3U is O, input O

(7) Data Type: Select data type according to PLC register. For example, select bool for Y as it’s coll
type.

(8) Add Number: If consecutive addresses are collected, the same register can collect multiple
addresses.

(9) Read/Write: Select from Read only and Read & Write according to PLC register.

(10)Map Address: Input the address where the collected datapoint is saved in BL110. It can be any
address from 0-2000 but can’t be repeated. For example, YO data is saved in register address 0
of BL110

(11)Variable unit: fill in according to requirements, or not fill in.

(12)Click OK to confirm

Note: After clicking OK to confirm the configuration, datapoints will appear in the box lik above picture.

If more datapoints to be added, right click the box and click Add to enter datapoint configuration box,

repeat Step (2)-(12)

Note: Click Write Configuration. Gateway will restart automatically. After restarting, PLC FX3U

datapoints are added successfully

5.2.2.2 Adding Mitsubishi PLC to Ethernet Port

Supports acquisition of Mitsubishi Q series (Q03UDE, Q04UDEH, QO6UDEH, Q10UDEH, Q13UDEH,
Q20UDEH, Q26UDEH, Q002UD), L series (L02, L26-BT), FX5U series.

Both the WAN port and the LAN port can collect the Mitsubishi PLC, which can be directly connected
to the Mitsubishi PLC or collected through the switch. The configuration principle of the WAN port and
the LAN port is the same. WAN port or LAN port acquisition configuration parameters of Mitsubishi
Q/L series or FX5U should be consistent with the settings on the PLC.

For example, the parameter setting on QO6UDEH of Q series, Q/L series should select MC protocol
communication.
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5.2.2.2.1 WAN Port Configuration

WAN port collect data from FX5U through the switch, and the switch is connected to the external network.
The configuration of the WAN port is as follows:
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(1) Double-click "WAN" to pop up the WAN port configuration box.

(2) Auto IP: Whether the WAN port is enabled to obtain IP automatically, it is enabled by default, and can be
set as required. In this example, the switch is connected to a router, and the router is enabled to automatically
assign IP, so keep it enabled.

(3) IP address: The gateway obtains the IP address from the router. If it is a designated IP, set it according to
the requirements, the PLC and the gateway should be in the same local area network.

(4) Subnet mask, the subnet mask of the WAN port gateway, if it is a designated IP, set it according to the
requirements.

(5) Gateway: The gateway address obtained from the router. If you specify an IP, set it according to your
needs.

(6) MAC address: the MAC address of the gateway.

(7) DNS: The DNS obtained by the gateway from the route, if it is a specified IP, set it according to the
requirements.

(7) Click "OK".

Note: Click "Write Configuration" to restart the gateway automatically, and the configuration of the WAN port
will not be changed until the restart.

Note: The IP address of the WAN port is the IP address that specifies which network segment the WAN port
device is. If the IP address of the WAN port device is not the IP of the network segment set by the WAN, the
WAN port cannot be collected. It is necessary to change the WAN port IP or change the WAN port according
to the needs. The IP address of the port device. After changing the IP address of the gateway, it must be written
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into the configuration, and it will take effect after power off and restart.

5.2.2.2.2 Add Mitsubishi FX5U to WAN Port
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(1) Click "WAN", click the right mouse button, click "Add" to enter device configuration box.

(2) Device name: Name the device, for example, because Mitsubishi FX5U is an example, you can fill in
FX5U.

(3) Fill in the IP of the acquisition device, because the designated IP of FX5U is changed to: 192.168.1.112, so
fill in 192.168.1.112 here. The IP is viewed on the Mitsubishi programming software. Fill in the IP of the PLC
here. It should be noted that the IP of the PLC should be in the same network segment as the IP of the WAN
port.

(4) Device port : Fill in as required. The example is 4999 from the Mitsubishi programming software, so it is
4999.

(5) Because it is collecting Mitsubishi FX5U, therefore, equipment brand: select Mitsubishi, equipment model:
according to the communication data code setting on the Mitsubishi programming software is binary or ASCII
code communication, binary select FX5U BINARYMODE ETH, ASCII code select

FX5U_ ASCIIMODE _ ETH. The polling interval and communication timeout can be defaulted and filled in as
required.

(6) Click "OK" to add FX5U.

Note: After clicking OK, the added device will be displayed under the WAN port, as shown in the figure above.
If you want to add multiple devices, repeat steps (1)-(6).

Note: Click "Write Configuration" and the gateway will restart automatically. After restarting, the FX5U added
to the WAN port will be added successfully.
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5.2.2.2.3 Add Mitsubishi FX5U Data Point

Configuration of data collected in register Y of FX5U is as follows:
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(1) Click "FX5U", move the mouse cursor to the box, right-click the mouse, and click "Add" to enter
data point setting box.

(2) Variable name: Name the data point, collecting the data of "Y7", you can fill in: "Y7".

(3) The identifier of the data point can be filled in arbitrarily. The identifier cannot be repeated, for
example, the identifier of the collected "Y7" data point is filled in as "Y7".

(4)Select the acquisition address fill in the input gateway in what data format according to the
requirements. OCT/DEC/HEX are octal/decimal/hexadecimal respectively. Mitsubishi FX5U X and Y
data points are octal, so choose octal. Select according to the needs, such as register W is
hexadecimal, register D is decimal.

(5) Address type: Selected according to the collected PLC data points. Collect the data of "Y7", select
"Y".

(6) Address: the register address of the collected data point, Collecting the data of "Y7", the address
is: 7.

(7) Data type: According to the type of register selected by PLC.

(8) Add Number: If it is to collect continuous addresses, the same register can be collected multiple
times.

(9) Read/Write: choose from "read only", "read and write".

(10) Ratio: Set the ratio to be multiplied or minified for uploading to cloud

(11) Map address: Set address where datapoint will be saved in BL110. Modbus mapping address
can be any from 0 to 2000 and it can't be repeated. The mapping address is "17" for collecting "Y7".
(12) Variable unit: fill in arbitrarily according to requirements, or not fill in.
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(13) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the figure above. If
you want to continue adding data points, right-click on the box and click "Add" to enter data point
configuration box, repeat (1)--(13) Steps.

Note: Clicking "Write Configuration" will restart the gateway automatically, and the data points
collected from FX5U will take effect only after restarting.

5.2.2.3 Uploading Data to Various Clouds

BL110 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.5 Configuration of Uploading Data to Various Clouds

5.2.3 Collecting OMRON PLC Data

5.2.3.1 Add OMRON PLC to COM Port

The configuration of the four COM ports are the same. COM1 is fixed as RS232, and COM2, COM3 and
COM4 are optional serial ports for RS232/RS485 (the default is RS485). Select the COM port according to the
serial port board, because the gateway device 485 interface is 2-wire, if the serial port board is 485, pay

attention to the serial port board DIP switch to select 2-wire or 4-wire.

5.2.3.1.1 COM Port Configuration

Takes the serial port board CP1W-CIF11 and Omron CP1L-L as examples, the serial port board DIP switches
2 and 3 are ON, the DIP switch SW4 of CP1L-L is OFF, the serial port board and other DIP switches of the
PLC The location is set as required. The serial port board RDA- or SDA- is connected to the gateway COM2
B, and RDB+or SDB+the gateway COM2 A. CP1L-L serial port configuration mode should select Host Link.
COM2 Configuration as shown
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(1) Double-click "COM3" to enter COM configuration box.

(2) Mode selection: Collection.

(3) Since the example collection is Omron CP1L-L, the equipment brand: select "OMRON" from the
drop-down box, and the equipment model: CJ/CS/CP. The polling interval and communication timeout are set
according to requirements.

(4) The baud rate, stop bit, data bit, and parity bit are configured according to the parameters of the Omron
CP1L-L serial port, which are consistent with them. Viewed from the Omron programming software, the
Omron serial port selects the standard baud rate: 9600, stop bit: 2, data bit: 7, parity bit: Even.

(5) Click "OK".

Note: Click "Write Configuration" and the gateway device will restart automatically, and the configuration of

the COM port will take effect after restarting.
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5.2.3.1.2 Add CP1L to COM Port
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Device Infarmation

(1) Click "COM3", click the right mouse buttOI.l,M;IiCk "Add" to enter device configuration box.

(2) Fill in the device name arbitrarily, such as: CP1L-L.

(3) Device address: CP1L-L serial port unit number, fill in as required, the address must be consistent with the
unit number set by CP1L-L, otherwise communication will fail.

(4) Click "OK" to add the CP1L-L device.

Note: After clicking OK, the added devices will be displayed under COM2, as shown in the figure above,
CP1L-L. If you want to add multiple devices, repeat steps (1)-(4).

Note: Click "Write Configuration" to restart the gateway device automatically. After restarting, the CP1L-L
device with COM3 port is added successfully.

5.2.3.1.3 Add CP1L Data Point

Take the CIO register of CP1L as an example
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(1) Click "CP1L-L", move the mouse cursor to the box, right-click the mouse, and click "Add" to enter data
point setting box.

(2) Variable name: Name the data point, such as: C1I02.01.

(3) The identifier of the data point can be filled in arbitrarily. The identifier cannot be repeated. For example,
the identifier of the CIO2.01 data point is filled in as CIO201. Some platform identifiers cannot recognize the
decimal point.

(4) Select the acquisition address fill in the input gateway in what data format according to the requirements.
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. The CIO register is collected in bits with
decimals, so the decimal system is selected.

(5) Address type: Select according to Omron's register, if you want to collect "CIO2.01", select "CIO_BIT".
(6) Address: The register address of the collected data point, collecting "CIO2.01", so fill in "2.01".

(7) Data type: Select according to the acquisition PLC register, such as: "CIO_BIT" is the coil type, so select
"bool".

(8) Add Number: The number of acquisitions. If it is to acquire continuous addresses, the same register can be
acquired multiple times.

(9) Read/Write: according to PLC register selection. Select from "Read Only", "Read and Write".

(10) Map address: Fill in the address where the collected data points are stored to the BL110 gateway device,
which can be filled in at will. Mapped addresses cannot be duplicated. Range: 0-2000. Such as: collect the data
of CIO2.01 and store it to the "16" register address of the BL110 gateway.

(11) Variable unit: fill in arbitrarily according to requirements, or not fill in.

(12) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the figure above. If you
want to continue adding data points, right-click on the box and click "Add" to enter data point configuration
box, repeat (2)--( 12) Steps.

Note: Clicking "Write Configuration" will restart the gateway automatically, and the data points added by
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CP1L-L will take effect only after restarting.

5.2.3.2 Add OMRON PLC via Ethernet Port

OMRON PLC data can be collected through WAN, LAN and cascaded switch

5.2.3.2.1 LAN Port Configuration

Below is example of adding OMRON PLC CP1L-EL to LAN port. Configure it as below
:BLiiotBeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 = X

n AT E -

P o PLH O A a © © B ®® d
| Search Clear Import Export Read Config. Write Config. Monitor Remote Log 1 Help About
|
| B geL10pr0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio

B &com1
Q@FX3U
B &comz
@57-200
| EhEEcoms DHCP( M  Routing Enabled( I
QCPIL-L
FACoOM4
=]
‘ @ S7-200SMART

EHEwWAN
| QFX5U
|l [k | [eonel
; B &veN -
@ OpenVPN
ﬁ‘aAlarms
E‘gTasks
[} & pataservices
@ Pass Thraugh
\ & Modbus RTUSTCP

(1) Double click LAN to enter configuration box
(2) DHCP: Enable auto IP distribution. Default is disabled.
(3) Routing: Enable network routing function. Default is disabled. For example, PLC CP1L-EL does

Ethernet Settings

IP Address 192.168.3.1

Subnet Mask 255.255.255.0

MAC Address 08:00:27-fd:e3:8f

not need network. Thus it's necessary to enable it.

(4) IP Address: Defaut is 192.168.3.1, the IP addresses assigned to LAN port devices must be within
the range. WAN and LAN IP address can’t be the same. For example, CP1L-EL IP is fixed, then
change IP address of gateway.

(5) Subnet mask: Subnet mask of the LAN port gateway.

(6) MAC Addres: Input LAN port MAC address

(7) Click OK to confirm it

Note: Click Write Configuration and Gateway will restart. Turn off the power of Gateway and restart it.

After that LAN port configuration is done successfully

Note: LAN Port IP Address specifies the IP address arrange of LAN port device. If device IP address

is not within the range, data can’t be collected. Thus it's necessary to change LAN port IP address

according to requirement. IP Address change will not be effective until gateway is powered off and
powered on again
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5.2.3.2.2 Add OMRON PLC CP1L-EL to LAN Port
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(1) Click LAN and right click mouse and click Add to enter device configuration box

(2) Device Name: set device name, for example, set CP1L-EL as device name.

(3) Device IP: input PLC IP address. For example, PLC CP1L-EL IP is 192.168.3.151, thus put
192.168.3.151 here. This is PLC IP address. PLC IP address and LAN Port IP address must be in
the same range.

(4) Device Port: Fill in LAN port device port. CP1L-EL default port is 9600

(5) Device Brand: Select Omron as Device Brand and select FINS_TCP as device model The polling
interval and timeout are set according to requirements.

(6) Click OK to confirm adding PLC CP1L-EL

Note: CP1L-EL device icon will appear after confirming the configuration. If more devices to be added,

perform the same procedure as Step (1)-(6)

Note: Click Write Configuration and gateway will restart automatically. After restarting, PLC CP1L-EL

is added successfully

5.2.3.2.3 Add LAN Port OMRON PLC CP1L-EL Datapoint

Below example is part of PLC CP1L-EL register CIO & D data configuration
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(1) Click CP1L-EL, move mouse cursor to the right box, right click the mouse and click Add to enter

datapoint configuration box

(2) Variable Name: Set the name of datapoint, for example, D100

(3) Variable key, which can be filled in arbitrarily. The identifier cannot be repeated.For example:
D100

(4) Select the collection address data format filled in the input gateway according to the requirements.
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. CP1L-EL D register is decimal, so
choose decimal

5) Address Type: select address type according to PLC register. Here D100 address type is D

6) Address: Register address of datapoint. Here D100 address is 100

7) Data Type: select data type according to PLC register type

(
(
(
(8) Add Number: If addresses are consecutive, the same register will collect multiple addresses.
(9) Read/Write: Select from Read only and Read & Write.
(10)Ratio: Set the ratio to be multiplied or minified for uploading to cloud
(11)Map Address: Set address where datapoint will be saved in BL110.

Modbus mapping address can be any from 0 to 2000 and it can’t be repeated

For example, set 9 as D100 mapping address
(12)Variable unit: Fill in according to requirements, or not fill in.
(13) Click OK to confirm.
Note: After confirming the configuration, datapoints will appear in the box like above picture. To add
more datapoints, right click the box and click Add to enter configuration box. Perform the same
procedure as Step (1)-(13)
Note: Click Write Configuration. Gateway will restart automatically and CP1L-EL datapoint is added

successfully.
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5.2.3.3 Uploading Data to Various Clouds

BL110 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.5 Configuration of Uploading Data to Various Clouds

5.2.4 Collecting Delta PLC Data

5.2.4.1 Add Delta PLC to COM Port

The configuration of the four COM ports are the same. COM1 is fixed as RS232, and COM2, COM3
and COM4 are optional serial ports for RS232/RS485 (the default is RS485). Because COM2 and
COMS3 of DVP-12SA2 are both RS485 ports, select the gateway to use COM2 connection as an
example to illustrate the COM port acquisition and configuration operation. DVP-12SA2 COM3+ is
connected to gateway COM2 A, COM3- is connected to gateway COM2 B.

5.2.4.1.1 COM Port Configuration

Configure the COM2 port according to the configuration parameters of DVP-12SA2 COM3, the

configuration is as follows:
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(2) Mode selection: Collection.
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Mode Selection Collection
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(3) Because it is a collection of Delta DVP-12SA2, the device brand: select DELTA from the
drop-down box, and the device model: DELTA_DVP. The polling interval and communication timeout
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in the button are set according to requirements.

(4) The baud rate, stop bit, data bit and parity bit are configured according to the parameters of the
COMS port of DVP-12SA2, which are consistent with them. DVP-12SA2 COM3 port parameters
Baud rate: 9600, stop bit: 1, data bit: 7, parity bit: Even.

(5) Click "OK".

Note: Click "Write Configuration" and the gateway device will restart automatically, and the
configuration of the COM port will take effect after restarting.

5.2.4.1.2 Add DVP-12SA2 to COM Port
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(1) Click "COM4", click the right mouse button, click "Add", to enter device configuration box.

(2) Fill in the device name arbitrarily, such as: DVP-12SA2.

(3) Device address: The station number of Delta COM, fill in as required, the address must be
consistent with the Delta COM setting, otherwise communication will fail.

(4) Click "OK" to add DVP-12SA2 device.

Note: After clicking OK, the added devices will be displayed under COM2, as shown in the figure
above. DVP-12SA2, if you want to add multiple devices, repeat steps (1)-(4).

Note: Clicking "Write Configuration" will restart the gateway device automatically. After restarting, the
DVP-12SA2 device with COM4 port added will be added successfully.

5.2.4.1.3 Add DVP-12SA2 Data Point

Taking adding data points YO and DO as an example, the address of register X and Y of Delta
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DVP-12SA2 is octal, and the address of register D is decimal.
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(1) Click "DVP-12SA2", move the mouse cursor to the box, right-click the mouse, and click "Add" to
enter data point setting box.

(2) Variable name: Name the data point, such as: YO.

(3) The identifier of the data point can be filled in arbitrarily. The identifier cannot be repeated, for
example, the identifier of the YO data point is filled in as YO.

(4) Select the collection address data format filled in the input gateway according to the requirements.
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. Register X and Y addresses are in octal,
and register D addresses are in decimal.

(5) Address type: according to Delta's register selection, if you want to collect "YO", select "Y".

(6) Address: The register address of the collected data point, such as: collecting "YQ", so fill in "0".
(7) Data type: Select according to the acquisition PLC register, such as: "Y0" is the coil type, so select
"bool".

(8) Add Number: The number of acquisitions. If it is to acquire continuous addresses, the same
register can be acquired multiple times.

(9) Read/Write: according to PLC register selection. Select from "Read Only", "Read and Write".
(10) Map address: Fill in the address where the collected data points are stored to the BL110
gateway device, which can be filled in at will. Mapped addresses cannot be duplicated. Range:
0-2000. For example, the data collected from YO0 is stored in the "0" register address of the BL110
gateway.

(11) Variable unit: fill in arbitrarily according to requirements, or not fill in.

(12) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the figure above. If
you want to continue adding data points, right-click on the box and click "Add" to enter data point
configuration box, repeat (1)--( 12) Steps.
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Note: Clicking "Write Configuration" will restart the gateway automatically, and the data points added
by DVP-12SA2 will take effect only after restarting.

5.2.4.2 Add Delta PLC to Ethernet Port

Ongoing

5.2.4.3 Uploading Data to Various Clouds

BL110 collects data of different protocols. The configuration procedures of uploading data to various

clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.5 Configuration of Uploading Data to Various Clouds

5.3 Collecting Watt-Hour Meter Data
5.3.1 Adding Watt-Hour Meter to COM Port

Currently COM ports can only collect watt-hour meter with DL/T645 protocol. COM1 isRS232. COM2,

COM3 and COM4 are RS485 ports. Below is example of collecting watt-hour meter data through
COM2 as the meter has RS485 interface.

5.3.1.1 COM Port Configuration

4G Industrial Gateway ConfigUrationToel V1.0.5 www.blilot.cor

Below is example of collecting watt-hour meter with DL/T645-2007 protocol through COM2
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1) Double click COM2 to enter COM attribute configuration box.

2) Select data collection Mode

3) Select Watt-hour Meter as Device Brand and select DL/T645 as Device Model

4) Follow Watt-hour Meter COM port parameters to set the same baud rate, stop bit, data bit and
parity bit

(5) Click OK to confirm it.

Note: Click Save Data. COM2 port configuration will be effective after gateway restart automatically.

(
(
(
(

5.3.1.2 Add Watt-hour Meter to COM Port

%4 4G Industrial Gateway ConfigUrationTaol ¥1.0.5 wwiw.bliiot.com - X

QDevi:e Search [ New Configuration [@limport Configuration File uExde Configuration File iRsad Data iSave Data Monitoring Log ﬂmﬁ% @About
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@@ coMm1
G-
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4 COM3
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- LAN Lg: Device Information
-3 wAN
080 4G
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o Postal Addi 1
B TaskPlan osiel Address
[-}“E DataServices
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@Copyright 2021 by Shenzhen Beilai Technology Co, Ltd

1) Click COM2, right click it and click Add to enter device configuration box

(

(2) Set Device Name at random like ammeter

(3) Communication Address: put watt-hour meter communication address

(4) Click OK to confirm adding watt-hour meter.

Note: After confirming configuration, ammeter icon will appear below COM2. To add more devices,
follow the same steps (1)-(4)

Note: Click Save Data. Gateway will restart automatically and adding watt-hour meter is effective
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5.3.1.3 Add COM Port Watt-hour Meter Datapoint
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(1) Click ammeter, move mouse cursor to the right box, right click mouse and click Add to enter
datapoint configuration window

(2) Set datapoint name, for example, Phase A Voltage

(3) Variable unit: Set any unit as required, can be blank

(4) Address Type: Select the address type of the meter. For example, Phase A Voltage

(5) Starting Address: N/A keep it blank

(6) Data Type: Select 32-bit single-precision floating data type

(7) Adding Qty: N/A keep it blank

(8) Read-write Type: Select from Read only

(9) Modbus Mapping Address: Input the address where the collected datapoint is saved in BL110. It
can be any address from 0-2000 but can’t be repeated. For example, Phase A Voltage is saved in
register address 17 of BL110

(10)MQTT Flag: can be any identification mark, but can’t be repeated. For example, set REG001 as
the MQTT flag of datapoint Phase A voltage

(11)Click OK to confirm

Note: After clicking OK to confirm the configuration, datapoints will appear in the box lik above picture.

If more datapoints to be added, right click the box and click Add to enter datapoint configuration box,

repeat Step (2)-(12)

Note: Click Save Data. Gateway will restart automatically. After restarting, watt-hour meter datapoints

are added successfully

If your required datapoint is not in the list, please contact King Pigeon after-sale service team.
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5.3.2 Add Wat-hour Meter to Ethernet Port

Collecting Watt-hour meter data with IEC101 & IEC104 protocols is under development.

5.3.3 Uploading Data to Various Clouds

BL110 collects data of different protocols. The configuration procedures of uploading data to various
clouds are the same. Here only introduce configuration of collecting PLC data and send it to various
clouds. Refer to 5.5 Configuration of Uploading Data to Various Clouds

5.4 Collecting BACnet Device Data

The BL110 gateway supports the collection of nine objects: Al, AO, AV, BI, BO, BV, MSI, MSO, and
MSV. The collected value is the current value attribute of these nine objects.

5.4.1 Add BACnet MS/TP Device to COM Port

The configuration contents of the four COM ports are the same. COM1 is fixed as RS232, and COM2,
COM3 and COM4 are optional serial ports for RS232/RS485 (the default is RS485).

5.4.1.1 COM Port Configuration

Take the BACnet MS/TP device collected by the COM port as an example, the COM port 485 ports
A+ and B- correspond to the A+ and B- ports of the 485 port of the BACnet MS/TP device
respectively.
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(1) Double-click "COM1" to enter COM property configuration box. (2) Mode selection: Collection. (3)
Since it is a BACnet MS/TP device, device brand: select "BACnet", device model: BACnet MS/TP.
The polling interval and timeout are set according to requirements. (4) The baud rate, stop bit, data
bit, and parity bit are configured according to the parameters of the serial port of the BACnet MS/TP
device, and are consistent with them. (5) Click "OK".

Note: Click "Write Configuration" and the gateway device will restart automatically, and the
configuration of the COM port will take effect after restarting.

5.4.1.2 Add COM Port BACnet MS/TP Device
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(1) Click "COM1", right-click, and click "Add" to enter device configuration box. (2) Fill in the device
name arbitrarily, such as: BACnet MS/TP. (3) Local MAC: Fill in as required, default is 127. (4) Device
MAC: MAC of BACnet MS/TP device, fill in according to the device. (5) Device address: fill in the
BACnet MS/TP device. (6) Click "OK"

Note: After clicking OK, the added devices( BACnet MS/TP) will be displayed under COM1, as shown
in the figure above. If you want to add multiple devices, repeat steps (1)-(6).

Note: Click "Write Configuration" to restart the gateway device automatically. After restarting, the
BACnet MS/TP device with COM1 port is added successfully.

5.4.1.3 Add BACnet MS/TP Device Data Points

Collection of analog input objects as an example and the configuration refer to:
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(1) Click "BACnet MS/TP", right-click the box on the right, and click "Add" to enter data point setting
box. (2) Variable name: Name the data point, such as: collecting data of "analog input 1", it can be
filled in as: analog input. (3) Variable key, which can be filled in arbitrarily. The identifier cannot be
repeated, for example, the identifier of the collected "analog input 1" data point is filled in as
"REGO001". (4) Select the acquisition address and choose data format according to the requirements.
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. BACnet MS/TP data points choose
Decimal. (5) Address type: Select according to the BACnet MS/TP objects type. For example, to
collect the data of "analog input 1", select "analog input". (6) Address: the object instance number,
such as: collecting the data of "analog input 1", the object instance number is: 1.

(7) Data type: Select according to the attribute selection of the current value for BACnet MS/TP
device object. (8) Add Number: If it is to collect continuous addresses, the same register can be
collected multiple times. (9) Read/Write type: choose from "read only", "read and write". (10) Ratio:
how many times to enlarge or shrink to upload to the platform, fill in according to the needs. (11) Map
address: fill in the address where the collected data points are stored to the BL110 gateway device,
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which can be filled in at will. Mapped addresses cannot be duplicated. Range: 0-2000. For example,
the mapping address for collecting "analog input 1" is "20". The outside of the mapping address on
the configuration software represents the Modbus address, and M. XXX in the brackets represents
the PLC Modbus address. (12) Variable unit: Fill in arbitrarily according to requirements, you can
leave it blank. (13) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the figure above. If
you want to continue adding data points, right-click on the box and click "Add" to enter data point
configuration box, repeat (2)--( 13) Steps.

Note: Clicking "Write Configuration" will restart the gateway automatically, and the data points collected from

BACnet MS/TP will take effect only after restarting.

5.4.2 Add BACnet MS/TP Devices to Ethernet Port

Both the WAN port and the LAN port can collect BACnet/IP devices, which can be directly connected
to BACnet/IP devices or collected through switches.

It is the network port selection setting of the data service "BACnet/IP" item to specify whether it is
WAN port collection or LAN port collection.
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5.4.2.1 WAN Port Configuration

This example is WAN port collects BACnet/IP through the switch, and the switch is connected to the
external network. The configuration is as follows:
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Auto IP

IP Address 192
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DNS

(1) Double-click "WAN" to enter WAN port configuration box. (2) Obtain IP automatically: It is enabled
by default, and can be set as required. In this example, it is connected to a router, and the router is
enabled to automatically assign IP, so keep it enabled. (3) IP address: The gateway obtains the IP
address from the router. If it is designated IP, set it according to the requirements, the PLC and the
gateway should be in the same local area network.(4) Subnet mask, the subnet mask of the WAN
port gateway, if it is a designated IP, set it according to the requirements. (5) Gateway: The gateway
address obtained from the router. If it is designated IP, set it according to your needs. (6) MAC
address: the MAC address of the gateway. (7) DNS: The DNS obtained by the gateway from the
router, if it is designated IP, set it according to the requirements. (7) Click "OK".

Note: Click "Write Configuration" to restart the gateway automatically, and the configuration of the
WAN port will not be changed until it restart.

Note: The IP address of the WAN port is the IP address that specifies which network segment the
WAN port device is. If the IP address of the WAN port device is not the IP of the network segment set
by the WAN, the WAN port cannot collect. It is necessary to change the WAN port IP or change the
WAN port device's IP according to the needs. After changing the IP address of the gateway, it must
be written into the configuration, and it will take effect after power off and restart.
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5.4.2.2 Add WAN Port BACnet/IP Devices
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(1) Click "WAN?", right click, click "Add" to enter device configuration box. (2) Device name: Name the
device, such as: BACnet (3) Device IP: Fill in the BACnet/IP device IP. Note that the IP of the
BACnet/IP device must be in the same network segment as the IP of the WAN port. (4) Device port:
UDP port, default 47808. (5) Because it is collection of BACnet/IP equipment, device brand: select
BACnet, and the device model: BACnet/IP. The polling interval and timeout can be defaulted or filled
in according to requirements. (6) Device address: Fill in as required. (7) Click "OK"

Note: After clicking OK, the added devices(BACnet) will be displayed under the WAN port, as shown
in the figure above. If you want to add multiple devices, repeat steps (1)-(7).

Note: Clicking "Write Configuration" will restart the gateway automatically, and the BACnet device
added by the WAN port will be added successfully after the restart.

5.4.2.3 Add BACnet/IP Devices Data Points

Collection of binary input objects as an example, and the configuration is as follows:
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(1) Click "BACnet", right-click the box on the right, and click "Add" to enter data point setting box. (2)
Variable name: Name the data point, such as: collecting the data of "binaryinput 3", it can be filled in
as: binaryinput. (3) Variable key can be filled in arbitrarily. The identifier cannot be repeated, for
example, the identifier of the "binaryinput 3" data point is filled in as "REG003". (4) Select the
acquisition address and choose data format fill in the input gateway according to the requirements.
OCT/DEC/HEX are octal/decimal/hexadecimal respectively. Choose Decimal for BACnet/IP data
points. (5) Address type: Select according to the collected BACnet/IP object type. For example, to
collect the data of "binaryinput 3", select "binaryinput”. (6) Address: the object instance number, such
as: collecting the data of "binaryinput 3", the object instance number is: 3. (7) Data type: Select
according to the attribute selection to collect the current value of the BACnet/IP device object. (8) Add
Number: If it is to collect continuous addresses, the same register can be collected multiple times. (9)
Read/Write: Choose from "read only", "read and write". (10) Map address: fill in the address where
the collected data points are stored to the BL110 gateway device, which can be filled in at will.
Mapping addresses cannot be duplicated. Range: 0-2000. For example, the mapping address for
collecting "binaryinput 3" is "11". The outside of the mapping address on the configuration software
represents the Modbus address, and M.XXX in the brackets represents the PLC Modbus address.
(11) Variable unit: fill in arbitrarily according to requirements, or not fill in. (12) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the figure above. If
you want to continue adding data points, right-click on the box and click "Add" to enter data point
configuration box, repeat (2)--(12) Steps.

Note: Clicking "Write Configuration" will restart the gateway automatically, and the data points
collected from BACnet will take effect only after restarting.
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5.4.3 Data Upload to Various Platform

No matter what protocol data is collected by the BL110 gateway, the configuration for transmitting the
data to each platform is the same. Therefore, this chapter takes the configuration of collecting PLC
protocol data and transferring it to each platform as an example. Refer to: 5.5 Data Upload to Various

Platform

5.5 Configuration of Uploading Data to Various Clouds

Below is the example of connecting Mitsubishi PLC FX3U to BL110 COM1 port and connecting
Siemens PLC S7-200SMART to BL110 LAN port. BL110 WAN port is connected to router R40 LAN
port. R40 provides network for BL110. See below wiring diagram:

Mitsubishi PLC

RJ45

[
B (S

10T Gateway BL110 i RJ45

Industrial Router R40 Open Configuration Software on PC

Siemens PLC

BL110 LAN port is connected to Siemens PLC S7-200SMART Ethernet port, COM1 is connected
toMitsubishi PLC FX3U via RS232 to RS422 converting cable. BL110 collects both PLC data and
send to various clouds with network provided by R40 through WAN.

Note: Both WAN and LAN ports can collect device data. This example is collecting data through LAN
port. WAN and LAN port configurations are the same as stated in previous introduction.

Below is only the introduction to cloud connection configuration
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5.5.1 Modbus TCP Server Configuration

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X

JORN-RI . A E | O B % ® a

Search Clear Import Export Read Config. | Write Config.| Monitor Remote Log i Help About
=) chBL103PrO [ ' ' I
B eEcomt
©M140T
EH@iAN ‘

Name Value
D5475 Name Beilai Gateway || marT Ciient

Cloud

0000000
g

Port Device Name Status
COM1  M140T

[IWAN Time 10:28:5 Modbus TCP Server LaN s475

a4 Model EL103P
B EaveN Version Vi3

4G Module EC2008
Q) OpenVPN Port 502
i IMEL 868618
s Alarms
15 Signal Strength 18 (Nor| us loT

[BTasks operator NULL

[l &) Dataservices SIM IcCID NULL [:°K

& Pass Through SIM Status Failed
@ Modbus RTUSTCP
g T S )
@ BACnet/IP
@OPC UA

B &Cloud
@ MQTT Client
@ MQTT Client Il

Refresh

(1) Doubel click Modbus TCP Server to enter configuration box

(2) Port: This gateway is used as Modbus TCP Server monitoring port. Input any port within range
1-65535. For example, put 502

(3) Click OK to confirm the setting of Modbus TCP Server.

(4) Click Write Configuration. Gateway will restart automatically. After restarting, Modbus TCP
Server configuration is done successfully.

The Modbus TCP Server has enabled the "502" port by default, which can be directly connected to

the upper computer acquisition gateway through WAN or LAN. If the parameters of the port are not

modified, no operation is required.

5.5.2 View and Send Command with KingView

Gateway provides data as Modbus TCP server. Modbus TCP host computer will collect data from
BL110, like SCADA, MES host PCs. Function codes supported for collecting gateway data: 01 & 05
for boolean data; 03 & 06 for numerical data. Below example is using KingView to view BL110 device
data. WAN port IP: 192.168.1.155, Modbus TCP Server port: 502
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E = Board Modicon
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@ NafiskNads Device Logic Name: TCP
Y. System Configuration
{5 Set TouchExplarer Device Address: 102.168.1.155:502 1/50
~% Set TouchView
- Alarm Configuration
~43; Historical Logging Communication Metho
4 Network Configuration
- a& User Configuration
21 Printer Setting
Electronic Record Configuration [ nuts var
Preset Comment
E1-Lg 50L Access Manager
B Table Template
i Bind List
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Search Clear Import Export Read Config. Write Config. Remote Log $3Z  Help About
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& Scom Do1 01 Coil Status(0x) 0 True boal Do 0{M.000001) none
po2 01 Coil Status(0x) 1 True bool po2 1(M.000002) none
003 01 Coil Status(0x) 2 False boal D03 2(M.000003) none
B @LaN D04 01 Coil Status(0x) 3 False boal DO4 3(M.000004) none
05475 DOS 01 Coll Status(0x) 4 False bool DOS 4{M.000005) none
EIWAN D08 01 Coil Status(0x) 5 False boal DO6 5(M.000006) nane
| tatag po7 01 Col Status(0x) 6 False boal Do7 6(1M.000007) nane
B &Even pos 01 Col Status(0x) 7 False boal Do8 7(1M.000008) nane
mn DINT 02 Input Status(1x) 0 True boal DINT 8(1M.000009) nane
& OpenVPN
R DIN2 02 Input Status(1x) 1 True boal DIN2 9(M.000010) nane
|1t Alarms
DIN3 02 Input Status(1x) 2 True bool DIN3 10(M000011)  nene
[BTasks DINA 02 Input Status(1x) 3 True boel DINA 11(M.000012)  none
=] @DataServiCeS DINS 02 Input Status(1x) 4 True kool DINS 12(M.000013) none
Pass Through DING 02 Input Status(1%) s True boal DING 13(M.000014)  nene
g
€ Modbus RTU=TCP DINT 02 Input Status(1x) 6 True boal DINT 14(M.000015)  nene
DINg 02 Input Status(1x) 7 True bool DING 15(M.000016)  none
@ Modbus TCP Server
IBAChet/IP
§OPC UA
B & Cloud
@MQTT Client
@ MQTT Client Il
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Send command from cloud to control device
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! R 40003 SHORT ] 2021-8-3 12.. 192
* 40004 SHORT 0 2021-8-3 12., 192
40005 SHORT 0 2021-8-3 12.. 192 b
;"""/ llllll B Tttt oo o >
- .
5.5.3 BACnet/IP Configuration
BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 — X
) -
2 8 p & W ® G
Search Clear Import Export Read Config. Write Config| Monitor Remote Log i Help About
3 ¢h,BL103PrO
B @coM1
@M140T BACnet/IP
LAN F )Enabq
E @ Name Status Port Device Name Status
@s475 Name o COM1 | M140T ©
@WAN Time Network Interface WAN = [ ] LAN 5475 &3
4G ] Port 47808 [ ]
= @VPN Version Vendor Name Beilai L J
4G Madule ®
) OpenVPN Vendor Identifier 555 ®
IMEI
ﬁ*{,AIarms Signal Strength Device Name Beilai Gateway ®
[[@®Tasks e Device ID 555
= @DataSewices SIM ICCID Object Description BACnet Server
& Pass Through SIM Status Location CN
P Modbus RTU=TCP
@ Modbus TCP Server I oK |
fosacneun] o
QOPC UA
E- &y Cloud
@ MQTT Client
@ MQTT Client II
. . . " " . . .
Operation steps: (1) Double-click "BACnet/IP" to enter BACnet/IP configuration box. (2) Click the
Enable button to enable BACnet/IP. Default: off. Gray: Disabled, Green: enabled. (3) Network
. " n H n " P
Interface: select "WAN" port. Click "WAN" to check that the IP address of the WAN port is:
Page 109 of 147 Shenzhen Beilai Technology Co., Ltd V11




VPN
BLIOT Modbus, PLC, BACnet, MQTT, OPC UA loT Gateway ---BL110

MAKE IIOT EASIER

192.168.1.155. (4) Port: BACnet/IP UDP port, default: 47808. (5) Vendor name: can be filled in
arbitrarily. (6) Vendor ID: can be filled in arbitrarily. (7) Device name: the name of the BACnet/IP
server, which can be filled in arbitrarily. (8) Device ID: Can be filled in arbitrarily. (9) Device
Description: Gateway description, which can be filled in arbitrarily. (10) Location: Gateway location,
default "CN". (11) Click "OK" to confirm the BACnet/IP configuration. (12) Click "Write Configuration”,
BACnet/IP will be enabled only after the gateway device restarts.

5.5.4 View and Send Command by KEPServerEX 6

Fill in the UDP port and local instance according to the port and device ID on the configuration
software. After it is built, you can add devices by searching devices, or you can add devices yourself.
The tags can be automatically imported or created by yourself. The data is unified in AV and BV
objects, properties provide external data for the current value. The object instance is the Modbus
address of the data point page mapping address item on the configuration software.

Flosaax|BE
~ | Device Name Model ] Description
Lim[-RY BACnt 1555
@ Property Editor - BACnet/IP X
Property Gros Advanced Settings
sl :: '::'ﬁkﬁc;l'ws Pegure NPDU
Eshemet Communications R e e
Virte Optimizationss S =
o Lacal Netor Mumber 1
el Devoe hasmce 28
FoTeT DevICE
Regster a3 Foregn Device Disatle
ddress of F ote B
e_13
() BinaryVakue_14
[ BinaryVaiue_15
ot ﬁ ChannelT e
Date Time Source &
A29/082022 154304 BACet/IP
129002022 154304 BAChet/IP
15:43:04 BACnet/IP
154304 BACnel/IP
154304 BACret/IP
154304 BAChel/IP Defouts oK Cancel : Help
154304 BAChet/IP
154304 BACnet/IP BACneP.BL | Poling COV kem on derice. | COV e » ok 8 Presert Vo'
DH2/0ANR 1543 BACnet/IP BACnet/IP.BL10x | Request refects: | Reason = 9. R service
2900202 154304 BAChet/IP BACnet/P BL 10 | Poling COV fem o device. 1COV tom » BnayVekse § SatusFags
D 2s0e02 154304 BACret/IP BACnet/IP BL1 | Request rejected by | Reason « 9. servee
2 154304 BACoet/IP BACne/ I BL10x | Poing GOV tem on . | COV ke - By e 3 Prsert Ve
154304 BACret/IP BACnet/IP BL1{x | Request rjected by |Reason =9 d service
154304 BACnet/IP BAChet/IP BL1(x | Poling COV item on device. | COV iem = BinanyValue 3 Statuslags >
Ready Defouk User Clerts: 0 Actve taga: 0cf 0
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u B s
P o P O & dZ @ = ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About
=] EI_:‘:BU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
E CONH Dol 01 Coil Status(0x) 0 True beol Dol 0{M.000007) none
® WiiasT Do2 07 Coil Status(0x) 1 True kool DOo2 1{M.000002) none
DO3 07 Coil Status(0x) 2 True kool DO3 2{M.0000032} none
E @LAN DO4 01 Coil Status(0x) 3 True kool DO4 3({M.000004) nene
DS475 DO5 01 Coil Status(0x) 4 True bool DO5 4(M.000005) none
[ WAN DO8 01 Coil Status(0x) 5 True bool D08 5(M.000006) none
('A’l AG Do7 07 Coil Status(0x) 6 True kool DO7 6{M.000007} none
E @VPN Do8 01 Coil Status(0x) Eé False kool Doa 7{M.000008) nong
i @ O VPN DIN1 02 Input Status(1x) 0 True boal DIN1 8{M.000009) none
pen
o DINZ 02 Input Status(1x) 1 True bool DINz2 9{M.000010) none
i Alarms
DIN3 02 Input Status(1x) 2 True bool DIN3 10{M.000011) none
[BTasks DING 02 Input Status(1x) 3 True bool DIN4 11(M.000012) none
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@Pas; Through DING 02 Input Status(1:) 5, True bool DING 13{M.000014) none
@Modbus RTUsSTCP DIN7 02 Input Status(1x) 6 True kool DIN7 14{M.000015) none
@ Maodbus TCP Server DINB 02 Input Status(1x) 7 True kool DINB 15{M.000018) none
@ BACnet/IP
B & Cloud
@ MQTT Client
@MQTT Client Il

Taking the data point of M140T DOG6 as an example, the collected data is "1" when viewed on the
configuration software, and the address of the data point of DO6 on BACnet/IP is:
BinaryValue.5.PresentValue

] )
F| 9k a® X
A | Tog Name hddress Data Type: Scan Rate Scaing Descrpton
[3€ 0PC Quick Client - ZI5E * - o x
Fle Edit View Tools He\p
DFUd e ® &
& BAChet/IP BL10x BinaryVaue_11 A [emiD | Data Type T value [ Tmestamp [[uainy [ uf
@0 BAChet/IP BL10x Binary Vo 12 | @ BAChet/1P.BL10 BraryValue_5. EventState DWvord ] 15:54.06.083 Good 3
@8l BACnet/IP BL10x Binary Vakue_13 | € 8ACret/1P BL 10k BranyValue_5 Objectiderdifier  DWord 20971525 15:54:08.083 Goad 3
S SuCoet/ 17 018 Py ele 14 |8ACoet 1P BLIGk BranValue_5Objectliame St 155408083 Good 3
a AC"“’:: B oy Voo _1§ | @B ACret 1P BL10x BranValue_5ObjectType ~ DWard 15,5408 083 Good 3
e e | 84Coet /7. 5L 10 Bay Ve 5 OuOfService __Boviean 1 155409083 Goad 3
= mm 15:54:08.083 Good 4
g | BACnet 1P BL10k BranyValue_5 StatusPiags  Word 0 16:54:08.083 Good 4
(& BACnet/IP BL10x BinaryValue _7
{3 BACnet/IP BL10x BinaryViaue_8
&) BACnet/IP BL10x Binary Value _§
&) Channel1._Statstics
() BinanyVaiue_14 @8 Channel1._System
() By Voue_15 &2 Channel1 Devicel v |« >
g Crannell e Teme. Evert ~
- 29082022 15:53:55 Added group Tata T 3
Oute. Tene Saurce O 2sme2022 155355 Added 5 2emsto gro i
A 29/082022 15.54.00 BACnet/IP © 29002022 15:53:55 Added group Data T.
A\ 29082022 155400 BACnet/IP @ 2908/2022 15:53:55 Added 54 items to gr.
A 2002022 155400 BACost/IP ©29082022 15:53.55 Added group Data T
Dosnenn 155400 BACret/IP @ 29082022 155355 Added S4itemsto ...
12908202 155400 BAGnet/IP @ 29002022 155355 Added group Data T.
A2sis202 155600 BACret/IP @ 25002022 15:53.55 Added 5temsto go...
D2z 155400 BACrel/IP @ 20002022 155355 Added group Data T
A 2s0s202 155407 BACnet/IP O 290272022 15:53:55 Added 11itemsto gr
Do 155426 BACret/IP © 20082022 15:53.55 Added group Data T
A 2s08202 155517 BACnet/IP @ 20/0072022 155355 Added 12items to gr.
M0 155527 BACheU/IP © 20002022 155355 Added d2emsto gro
A23/082022 155583 BACret/IP @ 25002022 15:53:55 Added roup ‘Smuda... ¥
250002 155632 BACret/IP [Ready em Court. 558/
Drwnz 155706 BACret/IP EACnet/IP BLT0x | Device 1 ot responding 110 = 1 555 e
Ready Defisukt User Clerta: 1 _ Active tags: 558 of 558

Send Command:
Take the value "0" issued by DO6 as an example
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o BACnet/IP BL1Dx ng‘g Synchronous Write x E feo 5
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& - |
T o e |-
BACret/IP.BL10k Binary\ | CIBACNelIP BL10x Binas/ahie_5 Fresentaive 1 [ Aoy ] Good 4
BACnet/IP BL10x BinsryVaue
BAChet/IP BL10x By Yok _ Comedl |
BACnet/IP BL 10 BiraryVabu
BACnet/IP.BL 10 BiraryVakua
51 BnaryValue_13 .
) BoaryValue_14 Crannel_System
) BraryValue_15 Channel1 Device! >
0 ;E Channell ~
Date Time Source Y 29/08/2022 15:53:55 i
A\2002022 155400 BAChetAP ¥ 29/08/2022 155355
Aasoa02 155400 BAChetIP 029082022 155355
Azovr 15540 BACnet/1P D 29082022 155355
ABozN2 15540 BACnetIP D 29082022 155355 < >
A 2v0w202 15540 BACnet/IP ) 29082022 155355
A\ 20202 155407 BAChel/IP D 20/00/2022 155355 =
A\2w082022 155426 BAChetIP @ 2500202 155355 Added group Data T.
£\ 2908202 155517 BACnetIP 155355 Added 11 temstor...
200202 155527 BACnet/IP 155355 Added group ‘Data T
Amovor  15%5 BAChet/IP 155355 Acded 12 tems to gr
A\2082022 155632 BACretIP 155355 Added 4 tems o gro
A\2svoa202 155706 BACne/IP 155355 Added croup ‘Simuda. v
A2 15582 BAChet/IP [Rem Count: 558 ¢
A0 155839 BAChet/IP BACret/IP BL10x | Devioe i not responding. 110 = 1,555 -
Ready Defaut User Clerts 1 Active tags: 550 of 550
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
B o .
D4 22 @ ¥ B B ® d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log $Z  Help About
= EI'&BU 03Pro ¢ Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
[FHEEIcomt DO1 01 Coil Status(0x) 0 True boal DO1 0(M.000001) none
DO2 01 Coil Status(0x) 1 True bool DOo2 1{M.000002) none
@ M140T .
DO3 01 Coil Status(0x} 2 True bool DO3 2{M.000003) none
E @LAN DO4 01 Coil Status(0x} 3 True bool DO4 3{M.000004) none
5475 DOS 01 Coil Status(0x) 4 True bool DOs 4{M.000005) none
| (] WAN D08 01 Coil Status(0x) 5 False bool D06 5(M.000006) none
(‘A’}4G DO7 01 Coil Status(0x} 6 True bool DO7 6{M.000007) none
E @VPN DO8 01 Cail Status(0x) 7 False boal Dos 7{M.000008) nene
- DIN1 02 Input Status(1x) 0 True bool DIN1 B{M.000003) none
) OpenVPN
. DIN2 02 Input Status(1x) 1 True bool DIN2 9{M.000010) none
{11 Alarms
DIN3 02 Input Status(1x) 2 True bool DIN3 10{M.000011} none
[oTasks DiN4 02 Input Status(1x) 3 True bool DN 11(M.000012)  none
E @DataSewices DINS 02 Input Status(1x) 4 True baool DINS 12(M.00007 2) none
@ Pass Th[ough DING 02 Input Status(1x) 5 True bool DING 13(M.000014) none
@ Modbus RTUSTCP DINT 02 Input Status(1x) 6 True bool DIN7 14{M.000015} none
@ Modbus TCP Server DING 02 Input Status(1x) T True bool DING 15(M.000016) none
@ BACnet/IP
E-&Cloud
@ MQTT Client
) MQTT Client Il
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(23 BinanVeve_1 SR BACrl 7B BNk |2 @ BACet/IP BLIG BinayVsue_5 EvertState DWord [ 15:54.06.083 Good 3
~{a3 Binany Ve _2 S EUE el 10 Sk ByVshie 13 €9BACns/1P BL10x BinaryValue 5 Objectidersfier  DWord 20371525 15:54:08.083 Good 3
{3 BinanyVave_3 (0 BAChet/IP BL10x BinenyValue 14 € BACnet/IP BL10x Binary Vskue_5 Otjecthame D06 15:54.08.083 Good 3
3 BinamyVakve_t (£ BACn=/1P,BL10x By Vsve_15 155403033 Good 3
£5) BinaryVakio. 5 (5 BACnet/IP BL10x BinanyVakve_2 i - 3
£} BinaryValue_6 {E2 BACnet/1P BL1Dx BinaryVale_3 . .
&3 Braryvake_7 (&3 BACnet/IP BLIOx BinasyVaive & s ;
{32} BinaryValue _& /3 BAChet /1P BL10x BinaryValue_5 5:54:08.083 Good
{2 BinaryVaue_§ (& BACnet/1P.BL10x BinaryVake_6
5 Birayake_10 (& BACnet/IP BL10x BinaryVabe_7
£ BinaryVakue_11 (2] BACnet/IP BL10x BinaryVabve_8
& BineryValve_12 (3] BACnet/IP BL10x BinaryVabse_%
{7y BinaryVeiue 13 () Crannel1._Statistics
(333 BinaryValue_14 {0 Channel1._System
) BinanyVaiue _15 (@ Channel Device1 v |< 5
11 4 Onanvel1 Dete Time [ Event ~
s 29/08/2022 15:5355 Added 11 ems to gr E=
Dae T Seurce: 29082022 155355 Added group Data T P
A\23/08/2022 155426 BACnet/IP @ 290872022 15:5355 Added 12 #ems to o
Aoz 15557 BACet/IP 29082022 15:53.55 Ackded 4 tems to gro
Mg 155527 BACnet/IP Q29002022 155355 Added group “Smula...
D200 155553 BACnet/IP © 2508202 15:5355 Added group Smua
A2 15562 BACnet/IP @ 29002022 155355 Added 24 Rems to ot
A20e2n 155706 BACnet/IP @ 2008202 155355 Added group "Smula
A20e202 15582 BACet/IP @ 29022022 15:53:58 Added 11 tems to or.
D002 155619 BACnet/IP @ 29082022 155355 Added group “Simula
MH2s0s2 160000 BACoet/IP Q20002022 155355 Added 12ems togr
AD2800202 160000 Licensing @ 29002022 155355 Added 4 temato gro
Asoea2 1806 BACret/IP @ 29002022 16:00.00 Sinchvonous wite
A\2a/082022 160037 BACret/IP v
Mg 160050 BACnet/IP Ready Rem Court: 558
Ad2sean 160115 BACnet/IP BACnet/IP BL10x | Device is nut responding. | ID = 1555 -
Ready Defoull User Clorta; 1 Active tags: 558 of 550
OPC UA Confi i
5.5.5 UA Configuration
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
h 5 3
Pa P A ¥ =] = ®d
Search Clear Import Export Read Config. |Write Config| Monitor Remote Log 5 Help About
B BL103Pro
B EIcomi
@Mm1407 OPC UA
LAN
= ¥ Name E ) E”ﬂ"'* Status Port Device Name Status
@s475 Name ® com1 | m140T ®
L WAN Time ® LAN 5475 @
Port 4840
4G Model 2 ®
Versh [ @) Anonymous
B BEven o °
7 4G Module User ®
@ OpenVPN
i IMEL Paseeire ®
TgAlarms
& .
& Signal Strength Security Strategy none . ®
“@Tasks %
Eprber Certiicate A
Bl =5 Dataservices SIM ICCID
PrivateKey =]
@ Pass Through SIM Status
@ Modbus RTUSTCP
@ Modbus TCP Server
T
@BACnet/IP
Refresh
E-&Cloud
@MQTT Client
@MAQTT Client Il

(1) Double click OPC UA to enter configuration box

(2) Click Enable to enable(green color) OPC UA. Default is disabled(gray color).

(3) Port: OPC UA Port, default is 4840

(4) Anonymous: If enabled, OPC UA can be connected without ID and password

(5) User, Password: only to be set when anonymous is disabled

(6) Security Policy: Select connection encryption policy(This example is connecting without
encryption, thus select None)

(7) Certificate, PrivateKey: This example is connecting without encryption, then it's not necessary to
upload certificate and privatekey.
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(8) Click OK to confirm OPC UA configuration
(9) Click Write Configuration. Gateway will restart automatically. After device restarting, OPC UA is
configured successfully.

5.5.6 View and Send Command with UaExpert

BL110 provides data as OPC UA server. Below is the example of collecting BL110 data with
UaExpert(OPC UA Client). Connecting UaExpert with BL110 OPC UA server. Datapoint will be
generated automatically. Datapoint names are the same as variable names in configuration software.
Node id Consists of the device name on the configuration software and the device's data point label.

ST 2z1:1] R
onfizuration Fane
Broject o
. Discovery | Advanced ] y
~ [ Project Name Value Datatype ource Timestam erver Timestam
[ Servers Endpoint Filter: |opc. tep i
v [ Documents Y Local
1, Loca

[ Data Access View v @ Local Network

2 Microsoft Terminal Services
2 Microsoft Windows Network
# Web Client Network
~ &% Reverse Discovery
4 < Double dick to Add Reverse Discovery... »
~ % Custom Discovery
< Double dlick to Add Server.. »

e o ). opcicp://192.168.1.155:4840

(O Rel B edit URL 7 X

T L e  ( service running
| ope. tep: /192, 168, 1. 155: 4840 | V]
suthent [ 0% J] | concel
(® Anomymons
Username Store
Password
>

Loz Certificate . 5%
% -F] Frivate Key
Timestamp Source ]
cUzIpBrs 181 FY.AYY uacxpert .
2021/8/3 14:17:50.499 UaExpert B chinid
2021/8/3 14:17:59.499 UaExpert 0K Camecel
2021/8/3 14:17:59.499 UaExpert o =
2021/8/3 14:17:59.499 UaExpert Loaded XML Nodeset Export Plugin (Static Plugin)
2021/8/3 14:17:59.508 UaExpert UaExpert is ready to use.
2021/8/3 14:18:05.023 DiscoveryWid... Discovery FindServersOnNetwork on ope.tcpi//localhost:4840 failed (BadTimeout), falling back to FindServers
2021/8/3 14:18:05.535 DiscoveryWid... Discovery FindServers on opc.tep:/flocalhost:4840 failed (BadTimeout)
2021/8/3 14:18:06.047 DiscoveryWid... Discovery GetEndpoints on opc.tep://localhost:4840 failed (BadTimeout) v
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B Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject™ = [m] X

File View Server Document Settings Help

DePBR =0 x4 & K O

Froject & X Data hecess View [x]
v [ Project * Server Node Id ety \alu Datatype  ource Timestam erver Ti
v [B Servers 1 ngPigeon O... Guid|{000... |EX3U.DO 30 Int16 14:22:28.109
= p pae 2 ngPigeon O Guid|{000... |FX3U.D1 0 14:22:28.110
1, kingPigeon OPC UA Server Application 3 kinafiaeon O Guidi000... [FX3UD2 0 142228111
v [ Documents 4 ngPigeon O Guid FX3U.D3 0 14:22:28.112
@ Data A Vi 5 naPigeon O Guid|{000... |FX3U.D4 o 14:22:28.113
S 6 kinaPigeon O Guid|{000... [FX3U.D3 0 14:22:28.114
7 ngPigeon O Guid|{000... |FX3U.D6 o 14:22:28.115
8 naPigeon O Guid|{000... |EX3U.D7 (] 14:22:28.116
9 ngPigeon O Guid|{000... |EX3U.Y0 false 14:22:28.117
10 kingPigeon O Guid|{000... |FX3U.Y1 false 14:22:28.118
11 kinaPigeon O Guid|{000... [FX3U.Y2 true 14:22:28.120
12 kingPigeon Q Guid|{000... |FX3U.Y3 false 14:22: 28121
13 kingPigeon O, Guid|{000... |FX3U.Y4 false :22:2,
14 kinaPigeon Q. Guidl{000.., [FX3U.Y5 false
15 kingPigeon O Guid|{000... |FX3U.Y6 false
ST
naPigeon uid E alse
o e 8 X 112 kinapiacon O Guidi010... |57-200SMART.Q0.1 | [false
3 Mo Highlizht = |19 kingPigeon O Guid|[{010... |S7-200SMART.Q0.2 false
20 kingPigeon Q Guid|{010... |S7-2005SMART.Q0.3 false 14 22 41 233
I3 Root 21 kingPigeon O, Guid|{010... |S7-200SMART.Q0.4 false 14:22:41.233
v B2 Object 22 kingPigeon O, Guid|{010... |S7-200SMART.Q0.5 false 14:22:41.234
jects. 23 kingPigeon O Guid|{010... |57-200SMART.QO0.6 false 14:22:41.234
& Server 24 kinaPiaeon O, Guid|{010... |S7-200SMART.Q0.7 false
~ 25 kingPigeon O Guid|{010... |S7-2005MART,
A gateway 26 kingPigeon O Guid|{010... |S7-200SMART.VW2 0
& com1EX3U 27 kinaPiaeon O Guidlio10.. [S7-2005MARTYWA | [0 14:2231.233
. 28 kingPigeon Q Guid|{010... |57-200SMARTVWE 0 14:22:31.234
&% |an.57-200SMAHT 29 kingPigeon O... Guid|{010... |S7-200SMART.VWS o 14:22:31.235
= Syp
12 Views
< >
g x
Timestamp Source Server Message ~
2ULIffS 1AELIINIE LA Flugin KINGFIGEON Ui 1TEM [IND1QUIGIU I U 1UUUS-UUUU-DO4U-ICUU-UUUUOU/ 34UD0)] SUCCEEAEA i REVISEASaMPINGINTErVaI=£IU, REVISEa\USUEDIZ..,
2021/8/3 14:22:30.994 DA Plugin kingPigeon Q... Item [N51|Guid|{01010005-0000-b640-5c00-0000607240b6)] succeeded : RevisedSamplinginterval=250, RevisedQueueSiz...
2021/8/3 14:22:30.994 DA Plugin kingPigeon Q.. Item [NS1|Guid|{01010006-0000-b640-5c00-0000607240b6)] succeeded : RevisedSamplinglnterval=250, RevisedQueusSiz...
2021/8/3 14:22:30.994 DA Plugin kingPigeon Item [NS1|Guid|{01010007-0000-b640-5c00-000060740b6)] succeeded : RevisedSamplinglnterval=250, RevisedQueueSiz.
2021/8/3 14:22:30.994 DA Plugin kingPigeon Q.. Item [NS1|Guid|{010c0000-0000-b640-5c00-0000607a40b6}] succeeded : RevisedSamplinginterval=250, RevisedQueueSiz...
2021/8/3 14:22:30.994 DA Plugin kingPigeon O... Item [N51|Guid|{010c0002-0000-b640-5c00-0000607a40b6)] succeeded : RevisedSamplinginterval=250, RevisedQueueSiz...
2021/8/3 14:22:30.994 DA Plugin kingPigeon Item [NS1|Guid[{010c0004-0000-b640-5c00-0000607 a40b6}] succeeded : RevisedSamplinginterval=250, RevisedQueuesSi
2021/8/3 14:22:30.994 DA Plugin kingPigeon Q... Item [N51|Guid|{010c0006-0000-b640-5c00-0000607240b6)] succeeded : RevisedSamplinginterval=250, RevisedQueue$

2021/8/3 14:22:30.994 DA Pluain kingPigeon Q... Item [NS1|Guidl{010c0008-0000-b640-5c00-0000607a40b6}] succeeded : RevisedSamplinalnterval=250, RevisedQueueSiz...

Sending command from cloud to control device remotely.
Double click datapoint value, input value and press enter to confirm it.

Bl Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* w B¢
Fle View Server Document Seftings Help
o o . a o
DeEPB0 +#+=0 X% A 8 RO
Project B X  Data Accezz View [x]
v [@ Project £ Server Nede Id Display Name Value Datatype
v [A Servers 1
s ot 2 a : ‘
& kingPigeon OPC UA Server Application 3 lkinaPice.. NS1|Guid|00090002-0000-b640-5c00-0000607a4066)  FX3U.02
v [ Documents 1 kinaPige.. NS1|Guidl{D0090003-0000-b640-5¢00-0000607a40b6}  FX3U.D3
B o A 5 kinaPige... N31|Guid|{00090004-0000-b640-5c00-0000607a40b6]  FX3U.D4
ata Access View & kinaPie.. NS1/GUid|i00090005-0000-b640-5c00-0000607a4066)  FX3U.DS
7 kinaPiae.. NS1|GUidl{00090006-0000-b640-5c00-000060740b6
8 kinaPige.. N31[GUid|{00090007-0000-b640-5c00-000050740b6
9 kinaPiae... NS1|Guid|{00010000-0000-b640-5c00-000060740b6
10 kinaPiae.. NS1IGUidI{00010001-0000-b640-5¢00-000060740b6
11 kinaPiae... N31[GUid|{00010002-0000-b640-5c00-000050740b6
12 ldnabioe.” Ns1iGuidl00010003 0000 béd0 5¢00-0000607ad0bd
3 kinaPige.. N51/GuidH00010004-0000-b640-5¢00-0000607a40b6:
T e N Ianial00010005-0000-BE40-200-0000807 24050
15 kinaPiae... NS1|Guid|{00010006-0000-b640-5c00-000060740b6
§ERE N et
naPia uid -0000-b640-5c00- B
ddieess Sone 8 X |18 kinaPiae.. NS1IGuid|{01010001-0000 b640 5¢00-0000607440b6
3 Ho Highlight + 19 kinaPiae.. NS1/Guid{01010002-0000-b640-5¢00-0000607a40b6:
20 Idnapiae. NE1iGuid 010100030000 b640-500-2000607340b5
© Root 21 kinaPiae... NS1|Guid|{01010004-0000-b640-5c00-000060740b6
= AR 22 kinaPiae.. Ns1lGuid 01010005 9000-b40-5c00-000060 72050
jects 23 kinaPiae... N31|Guid 5-0000-b640-3c00-0000607 3405}
& server B oot el 101010000 0000- bedd-2-00-0000007 24086
g 25 kinaPiae.. NS1IGUidli010c0000-0000-b640-5c00-0000607240b6!
v 2 gateway %6 kinaPiae... N31[Guid|{010c0002-0000-b5640-5c00-0000607240b6)
& coml.Fx3U 27 kinaPiae... NS1IGuid|{010c0004-0000-b640-5c00-0000607240b6!
28 kinaPiae.. NS1IGUidl{010c0006-0000-b640-5¢00-0000607240b6!
& 1an.57-200SMART 39 kinaPige... N31IGuid|{010c0008-0000-b640-5c00-0000607240b6)
12 Types
12 Views
< >
B a x
8P
Timestamp Source Server Message "
ZULIJOf3 14:3£:14.108D UA Flugin KINgFIgeon L. 1TEM [N I [UUIARU U 1 PUUD-UUUU-DOSU-D0UU-UUUUDUT §4UD0]] SUCCESaed | REVISEAd>amPHNgINerval=4ou, RevIseauueuesiz...
2021/8/3 14:32:14.185 DA Plugin kingPigeon O... Item [NS1|Guid|{01010006-0000-b640-5c00-000060740b6}] succeeded : RevisedSamplinglnterval=250, RevisedQueugSiz...
2021/8/3 14:32:14.185 DA Plugin kingPigeon O... ltem [NS1|Guid[{01010007-0000-b640-5c00-0000607240b6}] succeeded : RevisedSamplinginterval=250, RevisedQueueSi
2021/8/3 14:32:14.185 DA Plugin kingPigeon O... Item [NS1|Guid}{0100000-0000-b640-5¢00-0000607a40b61] succeeded : RevisedSamplinglnterval=250, RevisedQueueSi
2021/8/3 14:32:14.185 DA Plugin kingPigeon O... ltem [NS1|Guid|{010c0002-0000-5640-5¢00-0000607a40b6]] succeeded : RevisedSamplingInterval=250, RevisedQueueSiz...
2021/8/3 14:32:14.185 DA Plugin kingPigeon O... Item [NS1|Guid|{010c0004-0000-b640-5¢00-0000607a40b6)] succeeded : RevisedSamplinglnterval=250, RevisedQueues
2021/8/3 14:32:14.185 DA Plugin kingPigeon O... ltem [NS1[Guid|{010c0006-0000-b540-5¢00-0000607240b6)] succeeded : RevisedSamplingInterval=250, RevisedQueueS
2021/8/3 14:32:14,185 DA Plugin kingPigeon C... Item [NS1|Guid|{010c0008-0000-5640-5¢00-0000607a40b6)] succeeded : RevisedSamplingInterval=250, RevisedQueueSiz..
2021/8/3 14:32:33.964 DA Plugin kingPigeon O... [Write to node ‘N51|Guid[{00090000-0000-b640-5c00-0000607 24056} succeeded [ret = Good] | v
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5.5.7 MQTT Client Configuration

The "KingPigeon" JSON data format of MQTT Client and MQTT Client Il is the same as King Pigeon
MQTT. Refer to: King Pigeon MQTT Data Format
Connect to the ThingsBoard platform, select the JSON data format in the

"thingsboard-telemetry-gateway" format. The ThingsBoard platform domain name is
thingsboard.cloud.

Connect to a platform that supports Sparkplug B, such as the ignition platform, select the JSON data
format in the "sparkplug b" format, click the button next to the data template item, enter configuration
box to configure the group ID and edge node ID.

The difference between MQTT Client and MQTT Client Il is that the subscription topic of MQTT Client
Il does not work. The purpose of MQTT Client Il is that the platform can view the data but cannot
control the data. Therefore, MQTT Client Il connection is not introduced.

The configuration of MQTT Client is as follows: Connection without certificate and the JSON data
format in KingPigeon format as an example.

BLilot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
D86 2 2 i 2 | ® O B = ® a
Search Clear Import Export Read Config. |Write Config] Monitor Remote Log £3Z  Help About
B %BL103PrO MQTT Client
[ EBCoMI ﬁ . Enabq
@M140T Variable Type Port Device Variable Name
B ELAN IP/Domain test.mosquitto.org
5475 Port 1882 _.us
i) WAN Client ID BL10x_MQTT
() 4G User Name BL10x_MQTT
=vPN Password BL10x_MQTT
2 CpenVPN x.500( I
ﬁ%AIarms CA File lz‘
[@Tasks Client Certificate File =]
[ DataServices Client Key File |I|
€9 Pass Through Data Tamp\afk KingPigean - |_I
& Modbus RTUS Subscribe Topic BL10x_MQTT_down
€ Modbus TCP § Dbl h T BL10x_MQTT_data -
€ BAChet/IP Upload Cycle(s) 30 —
@ OPC UA Data Retransmission(_ P
B-&Coud
@MQTT Client Il

(1) Double-click "MQTT Client" to enter configuration box. (2) Click the Enable button to enable
MQTT Client. Default: off. Gray: Disabled, Green: enabled. (3) IP/domain: fill in the IP/domain name
of the MQTT server. 4) Port: Fill in the MQTT server port, Default: 1883. (5) Client ID: The client
identifier used in the MQTT connection message, and the server uses the client identifier to identify
the client. (6) Username: The username used in the MQTT connection message, the server can use
it for authentication and authorization. (7) Password: The password used in the MQTT connection
message, which can be used by the server for authentication and authorization. (8) Data template:
Select according to the JSON data format supported by the MQTT server, default is "KingPigeon". (9)
Subscribe topic: The topic name used by the MQTT subscription message. After subscription, the
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server can send a publish message to the client for control. (10) Publish topic: The topic name used
by MQTT to publish the message. The topic name is used to identify which information channel the
payload data should be published to. (11) Upload cycle: The interval for regular data release, default
is 30S. (12) Data retransmission: whether to enable data retransmission, Gray: disabled, Green:
enabled. (13) Select data point upload: select the data point to be uploaded in the box on the right
side of the configuration box, the default is blank means all upload.

(14) Click "OK" to confirm the configuration of King Pigeon MQTT. (15) Click "Write Configuration",
the MQTT Client will not be enabled until the gateway device restarts. Re-open the configuration
software to log in to the device, and you can see on the basic information page that the prompt light
of "MQTT Client Online Status" is green, indicating that the MQTT Client is connected. The rightmost
shows the online status of the slave device.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
""" u ;9.\ ! - 1y
P a4 2 & i 4 ® B =@ G
Search: Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About
= g5,BL103Pro
B &comt
@M140T
LAN
& @ Name Value Cloud Stat Port Device Name Status
@ s475 Name Beilai Gateway fvartT client ® | o waor r
EHIWAN Time 17:08:34 08/29/2022 MQTT Client Il ® LAN 5475
G Model BL103Pro Ali loT ®
B E=JveN Version viaz HUAWE 1oT ®
7 4G Module EC200SCNAAROTAOIM16 AWS 10T ®
) OpenVPN
¥ IMEL 858618052204261 KingPigeon IoT ®
Tig Alarms : =
Signal Strength 19 (Normak14-31) KingPigeon Modbus loT ®
[ Tasks Soerater NULL
= & Dpataservices SIM ICCID NULL
@ Pass Through SIM Status Failed
@ Modbus RTUSTCP
) Modbus TCP Server
©IBACne/IP
Refresh
§OPC UA
E & Cloud
@MQTT Client
@MQTT Client Il
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5.5.8 View and Send Command with MQTT.fx

B Edit Connection Profiles

Profile Name | MQTT Server

: ' MQOTE

Profile Type  MQTT Broker

MQTT Serve
| MQTT Broker Profile Settings

Broker Addresq | test.mosquitto.org

Broker Pory | 1883

ClientID| MQTT_FX_Client_test Generate

General [UEAe e SSL/TLS Proxy LWT

User Name | test

Password | eeee

Note: Client ID can not be the same the Client ID in configuration software

Message received in MQTT.fx:
Subscription Topic of MQTT.fx is the Publishing Topic configured in MQTT Client
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@ MQTTH- 171 — | X

I:l = d-l§|

Extras Help

Publish R Scripts  Broker Status  Log

date 5
Dumgp Messages Mute a0
date
1
03-08-2021 16:05:54.65154608 Qo5 0
{"sensorDatas™:[{"fla GPS™,"1at™:"9.6060", "Ing 00”3, {"flag™:"Y08","switch
er”:0}, {"flag":"Y1", "swi Tl flag' i s13. 1" "¥3", "switch
er”:0},{"flag":"Y4", "swi i =10%. 1" "¥6", "switch
Topics Collector [0) Scan ol er”:0}, {"flag™:"Y7", "swi L ls {"flag™:"D1","value™:0

+1"flag”:"D2", "val : HiH i flag™
"D5","value":0},{"flag":"D6","value” 1 00", "sw
: 03", sw

her™:0},{"flag™:"Q&4","switcher™:0},{"flag”:"05", i - 06", "suw

her®:8},{"flag™:"Q7","switcher”:0},{"flag" :"VWe", "value y17Flag™:"WmM2", "val
0}, {"flag™:"VW4", "value™:0}, {"flag":"VWE" ,"value" :0}, {"flag™: "VW8", "value":0}
1,"time":"1627985154", "addTime™: "2021-08-03 547}

Payload decoded by Plain Text Decoder -

Use MQTT.fx to publish:
Public Topic is the Subscription Topic Configured in MQTT Client

@ MQTTH - 1.7 — O =

B o e
i Disconnect “o

Subscribe  Scripts Broker Status  Log

1

"sensorDatas’

&P o510 sz Retained g

{
“switcher":1,
"flag=:"yY7"

3

"down":"down’
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@ MaTTH- 1.7 - m| X

Extras Help
ﬁ Disconnect mo

Publish  Subscribe  Scripts  Broker Status

topic down ( 0, Retained: false)
1-08-04 17:48 08 INFO MgttFX ClientModel messageArrived() with topic: date
2021-08-04 £ 88 INFO MgtiFX ClientModel messageArrived() added: message #2 to topic 'date’
1-08-04 INFO BrokerConnectorController onDisconnect
INFO MgttFX ClientModel rebuildMessagesList()
2021-08-04 & INFO ScriptsController
1-08-0& :48: 6. INFO scriptsController
2021-08-04 : INFO iptsController
1-08-64 : 6 INFO scri
INFO SCripts Clear console.
INFO scriptsController Can cript excution.
INFO rokerConnectorController onConnect
INFO ScriptsController Clear console.
INFO MgttFX ClientModel MgttClient with ID MQTT_FX_Client_test assigned.
INFO MgttFX ClientModel session present: false
INFO SubscribeController onsubscribe
17:50 3 INFO MgttFX ClientModel rebuildMessagesList()
17:50:0 8 INFO MgtiFX ClientModel attempt to addRecentSubscript
20621-08-04& 17:56:80 3 INFO MqttFX ClientModel addRecentSubscriptionTopic : de.jensd.mgttfx.entities.Top
1-08-04& 17:50 8 INFO MgttFX ClientModel attempt to add PublishTopic
2021-98-04 17:50:0 86 INFO MgtiFX ClientModel sucessfully subscribed to topic date (QoS @)
1-08-04 17:50: INFO MgttFX ClientModel messageArrived() with topic: date
8 17:50:18,381 1INFO MgttFX ClientModel messageArrived() added: message #1 to topic 'date’
17:50:26,198 INFO PublishController publish
17:50:26,191 INFO MgttFX ClientModel attempt to add PublishTopic
17:50:26,191 INFOQ MgtiFX ClientModel sucessfully published message {

"down™ : "down™
1

topic down (QoS 0, Retained: false)

@ MQTTh-17.1 - ] X

Extras Help

E Disconnect o o

Publish Scripts  Broker Status  Log
date - e
date date %
Dump Messages Mute Qo50
date 2
QoS0
date 3
QoS0
date 4
Qos0
Topics Collector (0) Scan o
date

04-08-2021 17:50:18.64218381

{"sensorDatas":[{"flag":"GPS","lat":"0.0000", "lng":"0.0000"},{"flag":"Y0" ,"switc
her”:0},{"flag™:"Y1", "switcher™:0},{"flag":"Y2","switcher=:0},{"flag™:"¥Y3", "swit
cher”:8},{"flag™:"Y4&" “switcher®:A} {"flag":"Y5", "switcher”:0}, {"flag”:"Y6", "swi
tcher™:0}, {"flag":"¥7", "switcher":0},{"flag":"DO","value":0},{"flag":"D1","value

"10},{"flag":"D2","VATOE 107, Tlag :"D3","value™:0},{"flag":"D&", "value~:0},{"f
lag™:"D5","value™:0},{"flag™:"D6" ,"value”:8},{"flag":"D7","value™:8},{"flag":"0Qo
", "switcher®:1},{"flag":"01","switcher”:0}, {"flag":"02", "switcher™:

3", "switcher":0},{"flag":"Q4", "switcher":0},{"flag":"0Q5","switcher":

Q6" ,"switcher”:0},{"flag™:"07", "switcher”:1},{"flag":"VWe", "value”:

Payload decoded by Plain Text Decoder -
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@ MQTT.H - 1.7.1 = m} X
(718 Extras Help
n Disconnect “ .
Publish WM Scripts  Broker Status  Log
date - 5 Qo5 1 QoS 2 roll i
date @ | date i
Dumg Messages Mute Unsul — QoSO
date 2
Qos 0
date 3
Qo5 0
date 4
Qoso
date 3
Qos 0
date 6
QoS0
Topics Collector (0) Scan | Stop -
date
2
04-08-2021 17:50.38.564233394 QoS0
Payload decoded by Plain Text Decoder b

5.5.9 Alibaba Cloud Configuration

Device Certificate

Device Certificate copy

ProductKey

DeviceName

DeviceSecret

Certificate Installation Modes

v Introduction to the unique-certificate-per-device and unique-certificate-per-product modes
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BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 — g X
i D ~ -
P apLt & & | O B ® @ q
Search Clear Import Export Read Config. Write Config| Monitor Remote Log £ Help About
i Ali 1o
B EveN
@ OpenVPN Variable Type Port Device Variable Name
ﬁ%A\afms | status
@Task; Authentication Mode Device Secret
B Eataservices Region China(Shanghai)
@ Pass Thro P
@ Modbus R| ProductKey
@ Modbus T DeviceName BL10x-
@BACNet/IP) DeviceSecret
QOPC UA CAFile l:‘
B & Cloud Client Certificate File I:‘
§MQTT Clie] Client Key File |:|
@MaTT Clie Upload Cycle(s) 30
@ HUAWEI |
I oK I Cancel
DAWS loT ncel
@ KingPigeon laT
@ KingPigeon Modbus loT
{BAdvanced Settings

(1) Double-click "Alibaba Cloud loT" to enter configuration box. (2) Click the Enable button to enable
Alibaba Cloud. Default: off. Gray: Disabled, Green: enabled. (3) Authentication mode: Choose
whether to use a key connection or a certificate connection. The default is key connection. (4) Region:
Select the Alibaba Cloud region, default is China (Shanghai). (5) IP: The IP address of Alibaba Cloud
for the enterprise version, don't need to filled in for the public version. (6) ProductKey: The same as
the ProductKey in the Alibaba Cloud device. (7) DeviceName: The same as the DeviceName in the
Alibaba Cloud device. (8) DeviceSecret: The same as the DeviceSecret in the Alibaba Cloud device.
(9) CAfile: When enabling certificate connection, select the root certificate file to upload. (10) Client
certificate file: When enabling certificate connection, select the client certificate file to upload. (11)
Client key file: When enabling certificate connection, select the client key file to upload. (12) Upload
cycle: The interval for regular data release, the default is 30S. (13) Select data point upload: select
the data point to be uploaded in the box on the right side of the configuration box, the default is blank
means all upload. (14) Click "OK" to confirm (15) Click "Write Configuration”, and Alibaba Cloud will
not be enabled until the gateway device restarts. Re-open the configuration software to log in to the
device, and you can see that the "Alibaba Cloud Online Status" indicator light is green on the basic
information page, indicating that Alibaba Cloud is connected. The rightmost shows the online status
of the slave device.
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BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - @ X
P2a oL @# L @ W @ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log $  Help About
(=A=)4(3
F-EmveN
) OpenVPN
ﬁ}’,A\arms Name Value Cloud Status Part Device Name Status
(R Tasks Name Beilai Gateway MQTT Client @ COM1 | M140T ®
B} Dstaservices Time 17:30:33 08/29/2022 MQTT Client 1l Y LAN 5475 ®
Model BL103Pro ali 17 ol
tolbass Imuah Version viaz HUAWE IoT ®
@ Modbus RTU=TCP 4G Module EC200SCNAAROTADIM 16 AWS 16T Y
£ Modbus TCP Server ME 868618052204261 KingPigeon loT Y
D BACnet/IP Signal Strength 20 (Normal:14-31) KingPigeon Modbus loT ®
€ 0PC UA operator NULL
Bl & Cloud SIM ICCID NULL
SIM Status Failed
@ MQTT Client Il
@Al loT
@ HUAWEI loT
PAWS loT
€ KingPigeon loT
& KingPigeon Modbus loT
{§}Ad\:anced Settings

5.5.10 View and Send Command in Alibaba Cloud

Add datapoint to Alibaba Cloud as below picture. Make sure datapoint mark is the same as MQTT
flag in configuration software. For example, MQTT flag of datapoint VW8 of PLC S7-200SMART is
VW8 in configuration software, then set VW8 as datapoint mark in Ali Cloud. Function name and
variable name can be different.

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.9 = X

Da % 2 i 4 m @ d

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About

B ghBL110P0 Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
B Ecom Qoo a 0 bool Qoo 21(M.000032)  none
Qo.1 a 0.1 bool Qo 32(M.000033)  none
@FX3U
Qo2 Q 0.2 bool Qo2 33(M.000034)  none
Ehemcomz Qo3 Q 03 bool Qo3 34(M.000035)  none
@57-200 Qo4 a 04 bool Q04 35(M.000036)  none 1
Bl EEIcom3 Qo5 Q 0.5 bool Qo.5 26{M.000037) none
@CPiL-L Qo6 Q 0.6 bool Qo6 37(M.000038)  none
B Ecoms Qo7 (o] 07 bool Qo7 3B(M.000038)  none
VO vw 0 uint16 vwo 3(M.400014) 1
QDVP-125A2
V2 W 2 uint16 vwz 14(M.400015) 1
EHEiLAN Vi W a uint16 VN4 15(M.400015) 1
VWG VW 6 uint16 VW6 16(M.400017) 1
@CPIL-EL VWG W 8 uint16 | vwal / 17(M.400018) 1
B EiwAN
QFX5U
(‘A’)46
B Even
2 OpenVPN
ﬁ%Alarms
Ee'Tasks

[} & Dataservices
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& Public Instance loT Plstiorm / Devices | Products /_Prodluct Detais
o « Edit Draft
BLIE v Cop
Diddices @ You are difing 2 raft. You need to clck Publish to agply the TSL madel.
Gioups Import TSL Model Version Histary v/
Jobs
Ente Default Module
CA Certificate
Add Standard Feat
Rules Default Module
Feature Name(al) 7 Identifier Data Defin
Maint +Add Module
Alnienance Value Range: 2147483648 - 214748
Properties vwe vws Int32 3647 Edit | Delete
Resource Allocation :
5 ) e W 2 ValoeRange: 24TAGS - 2UTAE
Link Analytics ropertes W 6 ot ou Edit | Delete
ik Vi Value Range: -
Gt Properties vwa vwa Int32 i Edit | Delete
Docinenbonand oo Value Range: -2147483648 ~ 214728
Propertes w2 32 : Edit | Delete
3647
} Value Range: 2147483648 ~ 214748
Properties vwo wwo Int32 sk Edit | Delete
3
Properties ar Boolean 0-% Edit | Delets
1-5F
Propertes 5 Edit | Delete
=
Enterpriss moE 4 RO @
& Public Instance
Devices
v
Dew lin Group Tas
Groups
Jobs
chcentise ; i Q sinereren[©] [ 5[] 2
Rules
Default M
Maintenance & = i
Resource Allacation
§ " ; s

Link Analytics

Link Visual

Documentation and Tools
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a (-] Alibaba Cloud £3 Workban i (Shangh Experses Ticksts  ICP ’ swport Ap B O W @ E

€ Public Instance

Devices

Devices

EE—)AibanC-:—nd & wosnercn s Shargns Epmmes Toes (P Ewepise S Aw B O W @ o

€ Public Instance

Sending command from Alibaba Cloud
Note: Currently Alibaba shadow function is not supported. Need to send command from online
debugging
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sppont Ap B 0 W @ BN

= () AlibabaCloud  © Woibench  China (Shanghai) Q se Evpanses

% PublicInstancs IoT Platorm / Maintenance /e

Online Debug

Devices
Products Select o BLI0x-ZH v 8L10x-miya0 v
Devices @ Oniine debugging only suppors debugging real equipment please use Real-time Logs ®
ol equipment debugging
Groups -
Jabs
[rstatu
101,
CA Certificate Module:  Default Module v g ; \ f
7.391""OperationCheck “Code'r'6332"Rex:
A uahunEowuAA AedSkn000000" “ResultDat g\
Rules assl - 2 1967362895767 c1c" “Producikey BizCode": Thinghodel” De
viceName"BL1x-miyac’ Messageld™~]
Maintenance v 0 v
nEDEE Status*true” instanceid™ot-public’ Params " “Time':"2021-08-13 0%:5447.370,"Operationssys/atoveEkkiciy/
Reak-tinme Monitaring aran R X "Code"" 200", UicTime"2021-08-13T08:54:47.570+0800" ot
e detwahun g “ResutData":" Traceld"” 6286196873628957071C.“ProduCtSey”*al
- v ! OVREKOOY BizCode ThingModeiMessage" “DeiceName*BL10x-miyao’, ‘Messageld™ 1425095240433330688°)
Dashboard
Device Simulation
VW2(vwa)
Device Log
OTA Update VWaWa
Remote Config N ‘
VWEVWE)
Alert Center
- #E  GESSE @ =S
! Eaniar
=) AlibabaCloud & wonbench  China (Shanghal) v carch Exgenses  Tikels [CP Enterprise  Support  App 0B 0O =
€ Public Instance e iem HncE .
.
- Online Debug
Products Selectdevice:  BLIOK-Z4E v BLi0x-miya0 v
Devices @ Online debugaing only supports debugaing resl ecuipment, plesse use L ReabtimeLogs @ orine wmoren @D G &
Device simulator
virtual equipment
Groups
Jobs

BEVRE ("Status"true" “instanceldiot-public®‘Params's

220
8L10x-miyac/thing/service/propsrty/sel_reph”"Code""200" "Reason" "UicTime’
atk

e 2021-08-13708:
CA Certificate Aug 13,2021, 09553521 T

brahwnEcvruAATAedSkn0DOODD" ResultData"

race!d" 02303226 1628

"3 1oVeEKKXWY "BizCode" ThingModelMiessage” DeviceName'"BL1DK-miyao™ "Messageld™1425990.44026266214
5 ]
Rules —_—
Maintenance #0 v Lk . " “Instanceld” fol-pul
10N VWAL 0N VB
Aug 13,2024 CYOUDAYI Y. 8 YTV
Real-time Monitoring "t parse failed,"UtcTime ™' 20: 01750800,
“1Ingi"5002 - property not foundy’ \'at\""5092 - preperty n
F v | Debugging V' 1", "Productie 7 "8izCode" Thinghod
Dashboard
Online Debug = BETAE Status™ true" Instanceldiot-public* Params* 2 5:48,008° "DPEraiON”/5ys/31OVEEKKXW/
& BLI0-miyac)thing/event/property/past’ "Code"" 200" "Reason™™, 021-08- 13T08:35.481
Aug 13, 2021, 09: & . el
S R, Bes wwahnECHUATARASKNDD0000" ResultDats" Traceid 033032
otbilootal WA OVeEkIOMHY” BizCode’ Thing| DeviceName""2L10x-miyac","Messageld 9434771875207
Device Log [
(FStatus™ true* nstanceldiot-public’*Params":* Time""2021-08-13 09:55:35 021" "Operation' /sys/a’ oVeEkixWy/
BLI0K-miyacything/service/propertysat reph’. Code""200" " Reasem™ UIeTime :"2021-06-13T09:35:35.021+0800°)
OTA Update VWA wiahwnEcwuAATAedSEnD00000" “ResultData™"" “Traceid"~ 0a103226 1628819 7350065207d e 1" “Productke
"2 ToVeEkKIW""BizCods"ThingModelidessage" Devicehame" “BL10N-miyao" Messageld""142398044026266214
0 4 ‘
Remote Config
AaC VWEBIVWE) L [*Status™“true" “Instanceld"“iot-public” “Params™null" Time""2021-08-13 0:55:35.021" “Operation ™ Check "Cod
e Center, i . €200 "Reasonsuccess’ e 2021-08-1 STORS5:35.021 #0800 Totid™ i 5 Res
R ebicnines A2

EE EEEEE
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5.5.11 HUAWEI Cloud Configuration

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
P86 & i 3 ® B W @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 37 Help About
U ac HUAWEI loT
B &ven ml
) OpenVPN Variable Type Port Device Variable Name
TigAtarms Authentication Mode Device Secret - Sl S ek — e
Collection Point COM1  M140T DO2
FoTasks 1P/Domain 31 nqtts.cn-north-4.myhuaweicloud Collection Point com1  wmiaoT Do3
B Satasenvices Port 1883 Collection Point cOM1  M140T o4
€D Pass Through T g Collection Point com1  m140T DOS
@ Modbus RTU Device Key x5 Collection Point COM1 M140T DO6
©Modbus TCP 4 s ] CD"EEliDn Po?nt COM1  M140T DO7
@BACheyP W 0 Collenfon Pojnt COM1  M140T DO8
©oPCUA ) ‘ Collection Point COM1  M140T DIN1
Client Key File D Collection Point com1 M140T DINZ
B &Cloud serverin i L1 o Collection Point COMI  M140T DIN3
D MQTT Client Upload Cycle(s) 30 Collection Point coM1 M140T DIN4
©MQTT Client I D resmemisil 3 Collection Point COM1  M140T DINS
Al loT Collection Point CcomM1 M140T DING
I:I Mactinn Daint onn asuant g
@AWS loT IE
&) KingPigeon loT
9 KingPigeon Modbus loT
@Advanced Settings
BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
JORN TN B B ¥ ) ® @ a
Search Clear Import Export Read Config. |Write Config| Monitor Remote Log 3 Help About
R a6 HUAWEI loT
B EveN @) enable
9 OpenVPN Variable Type Port Device Variable Name
ifparms e s e iy
(B Tasks IP/Domain st-mqtts.cn-north-4 myhuaweicloud) Collection Point LAN 5475 power
B} & Dataservices Hoit e
£ Pass Through T
) Modbus RTU | Device Key
€ Modbus TCP § L E‘
@BACnet/IP Chient Chrtinicate Hie =]
©OPCUA Client Key File =]
E-&Cloud ity =
©MQTT Client Upload Cycle(s)
@ MQTT Client Il . S S
Data Retransmission(_J
@Al loT L
QAWS loT Ii”ice‘l
& KingPigeon loT
£ KingPigeon Modbus loT
@Advamced Settings

(1) Double-click "HUAWEI CLOUD loT" to enter configuration box. (2) Click the Enable button to
enable HUAWEI CLOUD. Default: off. Gray: Disabled, Green: Enabled. (3) Authentication mode:
Choose whether to use a key connection or a certificate connection. Default is key connection. (4)
IP/domain: Connect to the address of HUAWEI CLOUD, enter the console, click Overview, and the
platform access address of the device access service console, you can view the server address. (5)
Port: 1883 by default, 1883 for key connection, and 8883 for certificate connection. (6) Device ID: Set
the same as the device ID on HUAWEI CLOUD. (7) Device key: Set the same key as the key on
HUAWEI CLOUD, and enter the key when creating a device. (8) CA file: When enabling certificate
connection, select the root certificate file to upload. (9) Client certificate file: When enabling certificate
connection, select the client certificate file to upload. (10) Client key file: When enabling certificate
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connection, select the client key file upload. (11) Server ID: Set the same as the service ID on
HUAWEI CLOUD, the service ID set when creating the product. One service ID or multiple service
IDs can be set. This example introduces multiple service ID applications, adding "M140T" and "S475"
service IDs. (12) Upload cycle: The interval for regular data release, the default is 30S. (13) Data
retransmission: whether to enable data retransmission, click the button to enable. Gray: disabled,
Green: enabled. (14) Select data point upload: select the data point to be uploaded in the box to the
right of the configuration box, the default is blank means all upload. In this example, the service 1D
"M140T" selects the data point of M140T to upload, the service ID item selects "M140T", right-clicks
the mouse in the right box, the data point box pops up, and selects the data point of "M140T", for
example: click the data point of M140T DO1, click and hold the left mouse button, move the mouse
down to the data point to be uploaded, click "OK", and the data point you selected will be displayed in
the box. Select the service ID "S475", right-click in the box, the data point box will pop up, select the
data point, and click "OK".

(15) Click "OK" to confirm the configuration of HUAWEI CLOUD. (16) Click "Write Configuration”,
HUAWEI CLOUD will be enabled after the gateway device restarts. Re-open the configuration
software to log in to the device. On the basic information page, you can see that the "HUAWEI
CLOUD online status" indicator light is green, indicating that HUAWEI CLOUD is connected. The
rightmost shows the online status of the slave device.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - O X

DAL O & & ® OB ® @ G

Search Clear Impert Export Read Config. Write Config. Monitor Remote Log $3  Help About

e
- E9vPN
2 OpenVPN

ﬁ%Alarms
@Tasks
B @DataSeNi:es
& Pass Through
@ Madbus RTUSTCP
& Madbus TCP Server
§ BACnet/IP
©OPC UA
B &Cloud
@MQTT Client
@MQTT Client I
@Al loT

@AWS loT
@ KingPigeon loT

@}Advanced Settings

IMEI

Signal Strength
operator

SIM ICCID

SIM Status

Value
Beilai Gateway
18:22:12 08/20/2022
BL103Pro
[GRES
EC200SCNAAROTADOM16
868618052294251
21 (Normal:14-31)
NULL
NULL
Failed

MQTT Client
MQTT Client Il
Ali loT

Port Device Name Status

ICOM1 M140T
LAN 5475

HUAWEI loT

AWS [oT

KingPigeon loT

KingPigeon Modbus loT

& KingPigeon Modbus loT

Refres|
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5.5.12 View and Send Command in HUAWEI Cloud

Mod n Online D 9 Topic Management

Add Sarvice Import from Lirary Import from Local Import from Excel Laar About Product Models | Export
Service List ®cC
. W1aoT MUOT  Descrption
‘Add Property

Property Name Data Type Access Mode Description Operation
Rl [, - D01 Intoger Readable,Wrtable Edit | Delste
b
& N ’ D02 Integer Readable Writable. Edit
Storage Management
003 Integer Readable, Witable Edit
ozm (0 -
- D04 Intoger Readable,Wrtable Edit | Delste
© ' Resource Spaces
005 Integer Readable, Wiitable Edit | Delete
& Io
006 Integer Readable, Witable Copy | Edit
e . $
@ | Documentaton g oo7 Intoger Readabl Witable Edt | Delete
AP & 008 Integer Readable, Wiitable Edit
1oT Device Provisioning & DINT Integer Readable, Witable Edit
B \ & DIN2 Intoger Readable,Wrtable Edit | Delste
orum for help
10 v | Total Records: 16 B:>
Command Name Command Parameters Response Parameters Operation
| R DO1,002.003,004,004,005.006,007 D08 Copy _Edit | Delete |

0 <] Trenst < [

The property name is the variable label identifier on the configuration software

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
5 Ay &) 2
P e 2o e i 2 ® B =@ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 37 Help About
=] EI]BU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
B @comt DO1 01 Coil Status(0x) 0 bool po1 (M.000001) nane |
DO2 01 Coil Status(0x) 1 bool o2 1(M.000002) none
D03 01 Coil Status(0x) 2 bool po3 2(M.000003) none |
EHEILAN DO4 01 Coil Status(0x) 3 bool DO4 (M.000004) none
D547 DOS 01 Coil Status(0x) 4 boal D05 L1{M.000005) nane |
WAN DO6 01 Coil Status(0x) 5 bool DOs 5(M.000006) none
plaG DO7 01 Coil Status(0x) 5 bool po7 5(M.000007) none |
B EveN pos 01 Coil Status(0x) 7 bool o8 7(M.000008) none
- DINT 02 Input Status(1x) 0 bool IDINT (M.000009) none |
2 OpenVPN
N DINZ 02 Input Status(1x) 1 bool DINZ (M.000070) none
i Alarms
DIN3 02 Input Status{1x) 2 bool DIN3 10(M.000011)  none |
[F@Tasks DINg 02 Input Status(1x) 3 bool DIN4 11(M.000012) none
5] @DataSewices DINS 02 Input Status(1x) 4 bool DINS 12(M.000013) none |
1 Pass Through DING 02 Input Status{1x) 5 bool DING 13(M.000014)  none
€ Modbus RTU=TCP DIN7 02 Input Status{1x) 5 bool DIN7 14(M.000015)  none |
€ Modbus TCP Server DING 02 Input Status{1x) 7 bool DINB 15(M.000016)  none
© BAChet/IP
QOPC UA
E-&Cloud
@ MQTT Client
@ MQTT Client Il

Data received in HUAWEI Cloud:
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" Huawe! CLOUD

Dt BL10x 2

BLIOOC

Davice C/ e
& . T
Latest Data Reparted wery Historical Data @ View All Properties. ]
Storage Management E———

Do1 DO2 Do3 DO4 DOs
ngn nyqn wyn nyn yn

Doi Rea
oz Rea
Basic [Change ] po3 Rea
Defauit
o4 Rea
Dos Rea
ducts
00§ Ao
o Rew
o8 Rea
P i Rea
o2 Rea
oiN Rea
o
£ DN Rea
DiNs Rea
DING R
DINT Re:
L R
1amp Re 2790
Res 41
? Rea 20

Send command from HUAWEI Cloud
Add command to be sent
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HUAWEI CLOUD

loT Device Access

Online Debugging Topic Management

Import from Library Import from Local

Import from Excel

Leam About Praduct Models Export

Service List ®C
iption ify Service  Delete
g Ovenview
M140T
: 3475 —
v Property Name Data Type Access Mode Deseription Operation
= n— = Dot Integer Readable, Writable Copy | Edit | Delete
o
" X D2 Integer Readable. Writable Copy | Edit | Delete
orage Management
4 o D03 Integer Readable. Writable Copy | Edit | Delete
oM [ -
— DO4 Integer Readable, Witable Copy | Edit | Delete
4 urce Spaces
DOs Integer Readable. Writable Copy | Edit | Delete
& oTAms ¥ :
D06 Integer Readable. Witable Copy | Edit | Delete
o . p
Documentation < Do7 Integer Readable, Writable Copy | Edit = Delete
API Explorer L4 DB Integer Readable. Writable Copy | Edit | Delete
oT Device Provisioning & DINY Integer Readable, Witable Copy  Edit | Delete
—— P DIN2 Integer Readable. Writable Copy | Edit | Delete
orum for help
10 v | Total Records: 16 H:
Command Name Command Parameters Response Parameters Operation
| DO1,002,003,004,004,005 D06, 007,008 Copy | Edit | Del
10 v | Total Records: 1

Command to send data

Take the DO2 of M140T as an example

"
o7 Device Access DYy D

Overview Device Shadow

Message Trace

Maintenance

@ iFihe product that the device beiongs |
command deiivery

Deliver Command

Oserview
B Synchronous Command Deliy 0 row
Froducts ;
o Nota: Hist cord ey i ot avadoh
Devic -
@ mar
| Al Devices
- Asynchronous Command Del
- Grows
Queusd Commends  Historical{
P Software/Firmmware o
Device CA B
& Cartficates status T Command Ny
Rulas -

Storags Management
L e |

Resource Spaces

1aTDA Instances
Documentation
API Explorer

laT Davica Provisioning

S % % %

Forum for halp

Child Devices

Tags

" ‘and NEHIoT devices support asynch

Devar Command
s Q|| AdvancedSearch v | [ €

by Platform Delivered

Check whether the DO2 data has changed in the device shadow, from the original "1" to "0".
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5.5.13 AWS Cloud Configuration

AWS supports publishing multiple topics. Configuration is the same as that of configuring multiple
service ID of HUAWEI Cloud. Below example is configuring single topic with all datapoints to be

published.

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 - 3 X

Do L L ik & | © B ® @ G

Search Clear Import Export Read Config. Write Config! Monitor Remote Log &3 Help About

Wac
EHEveN

OpenVPN
@op Variable Type Port Device Variable Name
1% Alarms Status

AWS loT

[®Tasks

= @DataSewi(es
@@ Pass Thro
@ Madbus R
@ Modbus T|
@ BACNet/IP
@OPC UA

E-&Cloud

1P/Domain

Part

Thing

Client ID

CAFile

Client Certificate File

Client Key File

Amazor

nRootCAT.pem
-certificate.pem.crt

private.pem.key

QMATT Cli Bublish Topic iot/topic || add

@MQTT Clig
@Al loT
@HUAWEI |

Upload Cycle(s) 30

@ KingPigeon loT
@ KingPigeon Modbus loT

{8} Advanced Settings

(1) Double-click "Amazon loT" to enter configuration box. (2) Click the Enable button to enable
Amazon Cloud. Default: off. Gray: disabled Green: enabled. (3) IP/domain: Fill in the terminal node,
enter the console, and click "Interaction" of "Thing" to view. (4) Port: 8883. (5) Thing: Fill in the ARN,
and click "Details" of "Thing" to view the ARN. (6) Client ID: fill in the account ID and view it in the
user information. (7) CA file: Select the root certificate file to upload. (8) Client certificate file: Select
the client certificate file to upload. (9) Client key file: Select the client key file to upload. (10) Publish
topic: the topic created when creating the rule, the topic name used by MQTT to publish the message,
click "Add" to fill in the publishing topic name. You can fill in multiple publishing topics, select a
publishing topic, and click "Delete" to delete the selected topic. For example: the topic viewed in the
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"rule" of "action" is "iot/topic", so fill in"iot/topic".
Rule gquery staterment

The source of thhe messages yvou vwant to process wvwith this rule.

SELECT =* FROM

(11) Upload cycle: The interval for regular data release, the default is 30S. (12) Select data point
upload: select the data point to be uploaded in the box on the right side of the configuration box, the
default is blank means all upload. (13) Click "OK" to confirm the configuration of Amazon Cloud. (14)
Click "Write Configuration", and Amazon Cloud will be enabled after the gateway device restarts.
Re-open the configuration software to log in to the device, and on the basic information page, you
can see that the “Amazon Cloud Online Status” indicator light is green, indicating that the Amazon
cloud is connected. The rightmost shows the online status of the slave device.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
B Paany = B .
D a8 2 82 i ¥ ® © B & @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 7 Help About
UES
e veN
9 OpenVPN
1% Alarms Name Value Cloud Status Port Device Name Status
EéTasks Name Beilai Gateway MQTT Client i) CoM1 M140T &
Ti 18:5115 08/29/2022 MOTT Client II LAN 5475
=] @DataSewices bt L it ®
Model BL1D3Pro Ali loT B
& Pass Through E =
Version V1.1.3 HUAWEI loT X
i Madbus RTLIs TCP 4G Module EC200SCNAAROTADIMI16 fws 10T o |
@ Modbus TCP Server IMEI 868618052294261 KingPigeon loT ®
@ BACnet/IP Signal Strength 18 (Normal:14-31) KingPigeon Modbus loT @
€ OPC UA aperator NULL
B & Cloud SIM ICCID NULL
SIM Status Failed
@ MQTT Client
@ MQTT Client Il
QAli loT
& HUAWEI loT Rtk

@ KingPigeon loT
P KingPigeon Modbus loT
@Advanced Settings

5.5.14 View and Send Command in AWS Cloud

Login to AWS, click Act, click Test and select subscription topic “iot/topic” to view messages
published by BL110 gateway
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b Greengrass Subscribe to topic
b Wireless connectivity
» Secure 100
» Defend
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MQTT payload d
@ A ds (improves readability)
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Display raw payloads {in hex
Lear Publis

Spec

¥ a topic and a message to

ish with 3 QoS of 0.

Subscribe to a topic

Things Publish to 3 toplc Specify a topic and a message to publish with a QoS of 0

iot/topic Publish to tapic
x |

P Fleet Hub
» Greengrass

P Wireless connectivity iot/topic August 13,2021, 16:34:08 (UTC+0800) Export Hide

» Secure
“tine”; "08:34;08 08/13/2021 UIC 0.0.0%

» Defend

P New console experience
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Publish to
I x
3
» Flast Hub
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5.5.15 King Pigeon Cloud via Modbus

O a o

Search Clear Import Export Read Config.

BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8

2 A 3

Write Config

(4G

@ =

Monitor Remote Log

=-EveN
@ OpenVPN
i Alarms
féTasks
B Epataservices
Q) Pass Throu|
@ Modbus R
@ Modbus T
@BACnet/IP
QOPC UA
E & Cloud
@MQTT Clie
@MQTT Clie

KingPigeon Modbus loT

Vou can change the server address to log in to oth
1P/Domain
Port 6651

Modbus Station 1

modbus dtuip.com

-0 X

B ® a
37 Help About

1 Cloud

‘ MQTT Client

er cloud platferms. .
MQTT Client Il

Ali loT
‘ HUAWE| IoT
‘ AWS IoT

Login Messagk

KingPigeon loT

Port Device Name Status

CoM1 M140T
LAN 5475

Lagin ACK Message
Heartbeat Message Q
Heartbeat ACK Message

Heartbeat Interval(s) 60

|Kir\gPigecn Modbus loT

@Al loT lﬁ ' |

@ HUAWE 0¥
AWS loT

Refresh

@ KingPigeon loT

fpKingPigeon Modbus i |

@Advanced Settings

1) Double click KingPigeon Modbus loT to enter configuration window

2) Click Enable to enable(green) King Pigeon cloud via Modbus. Default is disabled (Gray)

3) Server IP/Domain Name: modbus.dtuip.com. (Automatic filling in default)

4) Server Port: 6651 (Automatic filling in default)

5) Modbus Station: Set Gateway BL110 Modbus communication address

6) Login Message: Input device serial number issued by King Pigeon.

7) Login ACK Message: Not necessary for King Pigeon cloud connection

8) Heartbeat Message: Q (Automatic filling in default)

9) Heartbeat ACK Message: A(Automatic filling in default)

10) Heartbeat Interval: Set cycle time of sending Heartbeat message. Default is 60s

11) Click OK to confirm the configuration.

12) Click Write Configuration. Gateway will restart and King Pigeon Cloud via Modbus is enabled
successfully. Open configuration software and login device. King Pigeon cloud via Modbus

o~ o~ o~ o~ o~ o~ o~ o~ o~ o~ o~ o~

connection status can be viewed from basic information. Green indicates device is connected
King Pigeon cloud via Modbus. Slave devices connection status can be viewed from the right

box.

5.5.16 View Data in King Pigeon Cloud via Modbus

Configure datapoint in cloud like below picture. First create datapoint, then enter connection setting
and put datapoint Modbus ID, function code, address, data format, byte sequence and collecting
cycle. Modbus address in King Pigeon cloud and configuration software is deviated by 1. For
example, datapoint VWO of PLC S7-200SMART in configuration software is 8, then put 9 in cloud.
Sensor names in cloud can be different from those in configuration software
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| Search Clear Import Export Read Config. Write Config. Monitor Remote Log $13Z  Help About
| Bl 8Lt1oPre Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
| B ecom Q0.0 (o] o bool Q0.0 31(M.000032)  none
Qo1 Q 01 bool Qo1 32(M.000033)  none
QF3U
Qo2 Q 02 bool Qo.2 33(M.000034)  rone
E-e@com2 Qo3 a 03 bool Q0.3 34(M.000035)  none
| ©57-200 Qo4 Q 04 baol Qo4 35(M.000036) none
= Realde]VE] Q0.5 a 05 bool Q0.5 36(M.000037)  none
QCPILL Qo6 Q 06 bool Qo.6 37(M.000038)  none
B @com4 Q0.7 Q 07 bool Q0.7 38(M.000038) __none
[ wo T o uint16 |vwa | 13(M.400014) 1
I Q) DVP-125A2
Vw2 ww 2 uint16 H 14(M.400015) 1
EHEZILAN -
Vw4 ww 4 uint16 Vg 15(M.400016) 1
: vwis v 5 uint1s VWS 16(M.400017) 1 |
i i
| QCPIL-EL VWe vw 8 uint16 Vg 17(M.400018) 1
EHEwWAN
‘ @FXs5U
| 4G i
B e
9 OpenVPN
ﬁ%A\arms
EéTasks
| = @DataSewices
|

Collected data value is as below:
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Send command from cloud
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5.5.17 King Pigeon Cloud via MQTT

BLiiot BeiLai Industrial Gateway www.BLiiot.com ¥1.1.3.8

JoNy-

Search Clear Import Export Read Config.

P 2 A

¥

@ =

rite Config.|

Monitor Remote Log

- g X

= ® d
5% Help About

rw)m
= mveN
0
Tig Alarm
[ Tasks
[ & patas
@ Pal
oM
QM
@84
&0
E-&Cloud

KingPigeon loT

Publish Topic

Upload Cyclets)

1883.dtuip.com

1883

[o—]

MaTT

MQTTPW

Variable Type

I+

Port

Device

Variable Name

oM Data Retransmission(_J
@M
@Al

ol i3]
on

@KingPigeon Modbus loT

{8} Advanced Settings

(1) Double click King Pigeon loT to enter configuration box

(2) Click Enable to enable(green) King Pigeon cloud connection via MQTT. Default is disabled(gray)

(3) Server IP/Domain Name: 1883.dtuip.com(Automatic filling in default)

(4) Server Port: 1883 (Automatic filling in default)

(5) Client ID: Input device serial number issued by King Pigeon

(6) User Name: MQTT (Automatic filling in default)

(7) Password: MQTTPW (Automatic filling in default)

(8) Subscribe Topic: Input device serial number/+ issued by King Pigeon

(9) Publish Topic: Input device serial number issued by King Pigeon.

(10) Automatic Data Upload Cycle: Cycle time of uploading data. In default it's 30s

(11)MQTT Data Retransmission: Click it to enable(green) offline data retransmission once network
resumes.

(12) Datapoint Uploading Selection: Select the datapoint to upload in the right box. In default it's blank
with all datapoints to be uploaded

(13) Click OK to confirm King Pigeon Cloud via MQTT configuration

(14)Click Save Data. Gateway will restart and King Pigeon Cloud via MQTT is configured
successfully. Open configuration software and login the device. King Pigeon Cloud connection
status via MQTT can be viewed from basic information. Green indicates King Pigeon cloud via
MQTT is connected. Slave device connection status can be viewed from the right box.
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5.5.18 View Data in King Pigeon Cloud via MQTT

Create datapoint in cloud first. Set datapoint mark is the same as MQTT flag in configuration software.
Below is example of some datapoint configuration. For example, MQTT flag of datapoint VWO in

configuration software is VWO, then set read-write mark VWO in King Pigeon cloud
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Collected data value is as below:
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Send command from cloud, below is example of controlling FX3U datapoint Y6
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5.5.19 King Pigeon MQTT Data Format

The "KingPigeon" JSON data format of MQTT Client and MQTT Client Il is the same as that of King
Pigeon MQTT. The details are as follows
(1) Valid Load Data Format in device Publishing messages

Publish Topic: Serial Number (Configured publish topic)

{
"sensorDatas": [
{
//Boolean value

"flag": "REG001", //Read-write identification mark
"switcher": 0 //Data Type and Value

13

{

//Numeric Type
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"flag": "REG005", //Read-Write identification mark
"value": 3 //Data Type and Value

}
{
/4G Module signal value
"flag": " signal_strength ", //Read and write identifiers, fixed and cannot
be modified
"value": 28 //data type and value
}
{
//GPS positioning

"flag": "GPS", //GPS logo
"lat": "224.1377", //Latitude data
"Ing": "113.4791" //longitude data

j
1,

"state":"alarm", //Alarm mark(Set Alarm Event in configuration software. Once
alarm is trigger, this mark will appear. It's not included in scheduled automatically
uploaded data)

"state":"recovery", //Alarm recovery mark (Only appear when there’s alarm
recovery. It's not included in scheduled automatically uploaded data)

"gateway_indentify": "Beilai" //Gateway name identifier, upload gateway name

"time": "1622700769", //Time mark, it's time stamp of data uploading

"addTime": "2021-06-03 06:12:49" //Time mark, it's time of device data uploading

"retransmit":"enable" //Retransmission mark, MQTT historical data (Only appear
when there’s historical data retransmission. It's not included in scheduled

automatically uploaded data)

}

Note:
//Read-Wrtie Mark: character is "flag", followed by " MQTT identifier of data point", it's the MQTT
mark set in configuration software when adding datapoint. It can be customized
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@MQTT Client I
//[Data Type and Value:

1) Boolean data: character is "switcher", followed by "0" or "1"(0 represents open, 1 represents
close)
2) Numeric Data: character is "value", followed by actual value
3) GPS positioning data: GPS latitude character is "lat", followed by "specific value"
GPS longitude character is "Ing" followed by "specific value"

/[Alarm, Recover mark, character is "state", followed by "alarm" or "recovery"(alarm represents
alarm data, recovery represents alarm recovery data)

//Gateway name identification: the character is "gateway_indentify", followed by "gateway
name".

/[Time mark: character is "time", followed by actually data uploading timestamp

/[Time mark, character is "addtime", followed by "gateway time"

/[Retransmission mark: character is "retransmit", followed by "enable"

Offline collected data will be temporarily saved in gateway device. Once network resmues, the
data will be retransmitted. Use “retransmit” mark for historical data (MQTT Data Retransmission
must be enabled in configuration software)

(2) Valid Load Data Format in device Subscribing messages

Subscribe Topic: Serial Number/+ (Subscribe topic set in configuration software)

(King Pigeon cloud message publishing topic is “serial number/sensor ID”, thus
wildcard “/+” must be added for device Subscribing Topic so that cloud can publishing
data for controlling)

{

"sensorDatas":

[
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"sensorsld": 211267, // cloud sensor ID
"switcher":1, //Data Type and Value
"flag":"REG001" //Read-Write Mark

}
{

//Send Numerical
"sensorsld": 160239, //Platform Sensor ID
"value™:"10", //data type and value
"flag":"REG001" //Read and write identification
}
1,

"down":"down" //Cloud downlink message mark

Note:

/lcloud sensor ID: character is "sensorsID", followed by ID (automatically generated by cloud.
Not necessary if it's self-built cloud)

//[Data Type and Value:

1) Boolean Data: character is "switcher", followed by "0" or "1"

(O represents open, 1 represents close)

2) Numeric Data: character is "value", followed by "actual value"

/[Read-Write Mark: character is "flag", followed by "datapoint MQTT flag"

/[Cloud Downlink Message Mark: character is "down", followed by "down", representing cloud
downlink data.
Note: Boolean data will not have double quotation mark, numeric data will have double quotation
mark.
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6 Firmware Upgrading

Please contact BLIIoT if it's necessary to upgrade firmware for any new requirements.

This gateway supports upgrading firmware via configuration software. Click About in configuration
software, click Firmware Upgrade, select update folder and click OK to confirm. Once upgrading is
completed, a prompt box will pop up. Click it to confirm. Contact technical support to get update
folder.

|BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
7 r ¥ B, e i
Dapse A &« © OB = @[3
| Search Clear Import Export Read Config. Write Config. Menitor Remote Log 3 Help Pbout
=]
B Ecomt browse folders x
@M140T
EHLAN E
B Name Value Device Name Status
DSATs MNamg Bsilal Galeia
EIWAN About X .
ghag | el
E @VPN Version : V1.1.3 e = _’q
@ OpenvPN Release Time : 2022/6/2

1 Alarms Copyright® 2021-2022 Shenzhen Beilai Technology Co. Ltd
1 T

[ Tasks x
Bl 5 pataservices e —

@ Pass Through | o

©Modbus RTUSTCP =
& Modbus TCP Server nev folder () cancal
@BACnet/P | ==
@OPC UA

B & Cloud
@MQTT Ciient
@MQTT Client Il

7 Warranty Term

1) This equipment will be repaired free of charge for any material or quality problems within one year
from the date of purchase.

2) This one-year warranty does not cover any product failure caused by man-made damage,
improper operation, etc.

8 Technical Support

Shenzhen Beilai Technology Co., Ltd.
Website: https://www.bliiot.com
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